


Disclaimer

The material herein is accurate to the best of the author’s knowledge. However, the author’s opinions may  
change. The reader is encouraged to verify the status of those opinions. 

This publication is designed to provide accurate and authoritative information in regard to the subject  
matter covered. It is sold with the understanding that the publisher is not engaged in rendering legal,  
accounting, or other professional service. If legal advice or other expert assistance is required, the  
services of a competent professional person should be sought.

In no event shall Freedom Writers Publishing, Rama Marketing LLC, and/or its agents and affiliates be  
liable to any party for direct, indirect, special, incidental, or consequential damages of any kind  
whatsoever arising out of the use of the information contained herein. Freedom Writers Publishing, Rama  
Marketing LLC and/or its agents and affiliates specifically disclaim any guarantees, including, but not  
limited to, stated or implied potential profits or rates of return or investment timelines.

The information contained in this kit/book/course and its several complementary guides, is meant to serve 
as a comprehensive collection of time-tested and proven strategies that the author(s) have deemed  
successful to meet the intended results. Summaries, strategies, tips and tricks are only recommendations  
by the authors, and reading this kit does not guarantee that one’s results will exactly mirror our own  
results. The authors have made all reasonable efforts to provide current and accurate information for the  
readers of this product. The authors will not be held liable for any unintentional consequences, errors, or  
omissions that may be found.

The material in this kit may include information, products, or services by third parties. Third Party 
materials comprise of the products and opinions expressed by their owners. As such, the authors of this  
guide do not assume responsibility or liability for any Third Party Material or opinions.

The publication of such Third Party materials does not constitute the authors’ guarantee of any  
information, instruction, opinion, products or service contained within the Third Party Material. Use of  
recommended Third Party Material does not guarantee that your results will mirror our own. Publication of  
such Third Party Material is simply a recommendation and expression of the authors’ own opinion of that  
material.

Whether because of the general evolution of the Internet, or the unforeseen changes in company policy  
and editorial submission guidelines, what is stated as fact at the time of this writing, may become  
outdated or simply inapplicable at a later date. This may apply to this product, our affiliated  website 
platforms, as well as, the various similar companies that we have referenced in this kit, and our several  
complementary guides. Great effort has been exerted to safeguard the accuracy of this writing. Opinions  
regarding similar website platforms have been formulated as a result of both personal experience, as well  
as the well documented experiences of others.

No part of this publication shall be reproduced, transmitted or resold in whole or in part in any form,  
without the prior written consent of the authors. All trademarks and registered trademarks appearing  
in this kit are the property of their respective owners.
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How to Use This Guide

Initially, this book might seem intimidating.  Believe me, after I had my identity stolen and was 

scammed out of thousands of dollars, I thought the task of recovering my identity and locking 

down my privacy was completely overwhelming.  But it’s easier than you may think.  Now, I 

present this as a 10 step program, but the reality is you can use it any way you want.  If you 

scan the first two chapters and decide you are doing most of these things, that’s fine.  Just DO 

NOT miss chapters 7, 8, 9, 10.  Honestly, the information in these chapters, especially 9 and 10, 

is really, really hard to come by and critically important to your privacy.  Plus, you should take 

the time to read the Insider’s Interview Series.  The information in this document is something 

every living person should know about.  It's horrifying and useful all at the same time.  With that, 

please enjoy.
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10-Minute NSA Spying Quick Protection Guide

With this guide, you will learn the most URGENT and basic protections from Big Brother (the 

NSA, FBI, IRS, and even local authorities who are now using these spying, tracking, and 

recording techniques as well.)  What happened to the 4th Amendment?!

NSA Protection Checklist

(...AND protection from hackers, scammers, and local authorities who are now using NSA 

spying techniques as well) The steps for ALL of these items is included in this book.

ü Move Past LifeLock: While a fantastic system that I recommend, it only protects about 

10% of what really matters.

ü Avoid NSA flag words: The NSA scans your emails and phone calls for certain words. 

As the first step of protection, avoid these words. (See my cheat sheet below.)

ü Use secure email programs: See instructions below.

ü Use a secure Internet browser: Eliminate the government and companies from 

watching what websites you go too. Scary! (See instructions below.)

ü Develop and use secure passwords: Most people think their passwords are safe, but 

most can be cracked within a few seconds. Do you want someone you don't know in 

your bank statements, ordering new toys from your accounts for their kids, or getting 

your Facebook or email addresses?

ü Clean and protect your computer:  The government, companies, foreign hackers and 

scammers can all trick you into installing spyware, adware, Trojan horse software, and 

other "silent ware" without you knowing it. I virtually guarantee you have hundreds of 

programs and tracking systems on your computer telling others exactly which websites 

you've visited, what you've bought, and who you've communicated with. Ever notice that 

if you shop for something on a website, magically ads for those same products show up 

on every other site you go to? Hmmm....

ü Secure your Internet connection and network: Nosy neighbors, government agents, 

police officers, and others can likely access your computers and network sitting across 

the street in their car. 
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ü Install a Firewall: Keep those people out of your business!

ü Download files safely: Is that program you bought secure? Are the photos your friend 

sends you safe? You must download every file safely.

ü Use Public Computers Safely
ü Follow 6 Key Tips for Using Facebook and Social Media
ü Protect Your Own (or your company's) Website
ü ...and that's just ONLINE protection.

In addition, you MUST protect yourself OFFLINE as well:

ü Lock down your credit: An obvious must.

ü Learn how to use your cell phone in private: Who is listening in and recording your 

phone calls? Do you want someone else listening to your private calls with family, your 

attorney, your accountant? 

ü Develop systems to protect your post office mail: You wouldn't believe some of the 

scams that come through the mail...and how your mailbox can set you up for all sorts of 

nightmare situations.

ü Obtain your FBI and NSA Files for free.
ü Set up systems to protect yourself from the IRS.
ü Remove yourself from several information and marketing databases.

Now, if you want to completely disappear, you must do these items:

ü First, you must "erase your tracks." As you probably know, you've left tracks of where 

you've been online. You've visited websites. You may have posted something to a family 

member on Facebook. Even without doing anything, there is plenty of "public knowledge" 

about you on the Internet. 

ü Then, you can move forward "leaving no trace behind." Follow the key "invisibility 

rules," use certain programs that cannot be traced, hide your IP address, and even build 

an untraceable computer tool.
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NSA Flag Words: The 13 words that will get you flagged - Plus many more!
This is a list of words that supposedly cause the NSA to flag you as a potential terrorist if you 

over-use them in your emails. Any one of them in an email could get you "flagged" by the NSA 

as a potential terrorist or security threat - warranting more invasive monitoring. 

I compiled this list after extensive research and relied heavily on a report from James Bamford, 

a veteran reporter with 30 years experience covering the NSA, as he answered questions from 

the community about NSA spying. He wrote an excellent profile in Wired magazine on NSA 

director Keith Alexander that’s a really worthwhile read.

The following list primarily comes from Reddit user GloriousDawn, who found it on Attrition.org, 

a site that purports to follow the security industry, but the page was last updated in 1998. Take it 

with a grain of salt, and know that this list has actually probably only grown since then.

1. privacy (or Priavacy? as 

it's spelled in some 

research documents.)

2. government

3. hate

4. garbage

5. speedbump

6. freedom

7. credit card

8. fraud

9. assassinate

10. virus

11. advisors codes

12. blacklist

13. package

14. chosen

15. advisors

16. clone

17. bank

18. advise

19. anarchy

20. rogue

21. beef

22. classified

23. orthodox

24. virtual

25. FBI

26. press-release

27. lock

28. eavesdropping

29. debugging

30. sniper

31. VIP

32. smuggle

33. dictionary

34. secure

35. infowar

36. verisign

37. tools

38. flame

39. firewalls

40. passwords
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41. hackers

42. encryption

43. espionage

44. secret service

45. military

46. undercover

47. bubba

48. jack

49. sweeping

And the full list for your browsing pleasure:

Waihopai, INFOSEC, Information Security, Information Warfare, IW, IS, 

Priavacy, Information Terrorism, Terrorism Defensive Information, Defense 

Information Warfare, Offensive Information, Offensive Information Warfare, 

National Information Infrastructure, InfoSec, Reno, Compsec, Computer 

Terrorism, Firewalls, Secure Internet Connections, ISS, Passwords, DefCon 

V, Hackers, Encryption, Espionage, USDOJ, NSA, CIA, S/Key, SSL, FBI, 

Secert Service, USSS, Defcon, Military, White House, Undercover, NCCS, 

Mayfly, PGP, PEM, RSA, Perl-RSA, MSNBC, bet, AOL, AOL TOS, CIS, 

CBOT, AIMSX, STARLAN, 3B2, BITNET, COSMOS, DATTA, E911, FCIC, 

HTCIA, IACIS, UT/RUS, JANET, JICC, ReMOB, LEETAC, UTU, VNET, 

BRLO, BZ, CANSLO, CBNRC, CIDA, JAVA, Active X, Compsec 97, LLC, 

DERA, Mavricks, Meta-hackers, ^?, Steve Case, Tools, Telex, Military 

Intelligence, Scully, Flame, Infowar, Bubba, Freeh, Archives, Sundevil, jack, 

Investigation, ISACA, NCSA, spook words, Verisign, Secure, ASIO, Lebed, 

ICE, NRO, Lexis-Nexis, NSCT, SCIF, FLiR, Lacrosse, Flashbangs, HRT, 

DIA, USCOI, CID, BOP, FINCEN, FLETC, NIJ, ACC, AFSPC, BMDO, 

NAVWAN, NRL, RL, NAVWCWPNS, NSWC, USAFA, AHPCRC, ARPA, 

LABLINK, USACIL, USCG, NRC, ~, CDC, DOE, FMS, HPCC, NTIS, SEL, 

USCODE, CISE, SIRC, CIM, ISN, DJC, SGC, UNCPCJ, CFC, DREO, CDA, 

DRA, SHAPE, SACLANT, BECCA, DCJFTF, HALO, HAHO, FKS, 868, 

GCHQ, DITSA, SORT, AMEMB, NSG, HIC, EDI, SAS, SBS, UDT, GOE, 

DOE, GEO, Masuda, Forte, AT, GIGN, Exon Shell, CQB, CONUS, CTU, 

RCMP, GRU, SASR, GSG-9, 22nd SAS, GEOS, EADA, BBE, STEP, 

Echelon, Dictionary, MD2, MD4, MDA, MYK, 747,777, 767, MI5, 737, MI6, 

757, Kh-11, Shayet-13, SADMS, Spetznaz, Recce, 707, CIO, NOCS, 

Halcon, Duress, RAID, Psyops, grom, D-11, SERT, VIP, ARC, S.E.T. Team, 

MP5k, DREC, DEVGRP, DF, DSD, FDM, GRU, LRTS, SIGDEV, NACSI, 
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PSAC, PTT, RFI, SIGDASYS, TDM. SUKLO, SUSLO, TELINT, TEXTA. 

ELF, LF, MF, VHF, UHF, SHF, SASP, WANK, Colonel, domestic disruption, 

smuggle, 15kg, nitrate, Pretoria, M-14, enigma, Bletchley Park, Clandestine, 

nkvd, argus, afsatcom, CQB, NVD, Counter Terrorism Security, Rapid 

Reaction, Corporate Security, Police, sniper, PPS, ASIS, ASLET, TSCM, 

Security Consulting, High Security, Security Evaluation, Electronic 

Surveillance, MI-17, Counterterrorism, spies, eavesdropping, debugging, 

interception, COCOT, rhost, rhosts, SETA, Amherst, Broadside, Capricorn, 

Gamma, Gorizont, Guppy, Ionosphere, Mole, Keyhole, Kilderkin, Artichoke, 

Badger, Cornflower, Daisy, Egret, Iris, Hollyhock, Jasmine, Juile, Vinnell, 

B.D.M., Sphinx, Stephanie, Reflection, Spoke, Talent, Trump, FX, FXR, IMF, 

POCSAG, Covert Video, Intiso, r00t, lock picking, Beyond Hope, csystems, 

passwd, 2600 Magazine, Competitor, EO, Chan, Alouette, executive, Event 

Security, Mace, Cap-Stun, stakeout, ninja, ASIS, ISA, EOD, Oscor, Merlin, 

NTT, SL-1, Rolm, TIE, Tie-fighter, PBX, SLI, NTT, MSCJ, MIT, 69, RIT, 

Time, MSEE, Cable & Wireless, CSE, Embassy, ETA, Porno, Fax, finks, 

Fax encryption, white noise, pink noise, CRA, M.P.R.I., top secret, 

Mossberg, 50BMG, Macintosh Security, Macintosh Internet Security, 

Macintosh Firewalls, Unix Security, VIP Protection, SIG, sweep, Medco, 

TRD, TDR, sweeping, TELINT, Audiotel, Harvard, 1080H, SWS, Asset, 

Satellite imagery, force, Cypherpunks, Coderpunks, TRW, remailers, replay, 

redheads, RX-7, explicit, FLAME, Pornstars, AVN, Playboy, Anonymous, 

Sex, chaining, codes, Nuclear, 20, subversives, SLIP, toad, fish, data 

havens, unix, c, a, b, d, the, Elvis, quiche, DES, 1*, NATIA, NATOA, 

sneakers, counterintelligence, industrial espionage, PI, TSCI, industrial 

intelligence, H.N.P., Juiliett Class Submarine, Locks, loch, Ingram Mac-10, 

sigvoice, ssa, E.O.D., SEMTEX, penrep, racal, OTP, OSS, Blowpipe, CCS, 

GSA, Kilo Class, squib, primacord, RSP, Becker, Nerd, fangs, Austin, 

Comirex, GPMG, Speakeasy, humint, GEODSS, SORO, M5, ANC, zone, 

SBI, DSS, S.A.I.C., Minox, Keyhole, SAR, Rand Corporation, Wackenhutt, 

EO, Wackendude, mol, Hillal, GGL, CTU, botux, Virii, CCC, Blacklisted 411, 

Internet Underground, XS4ALL, Retinal Fetish, Fetish, Yobie, CTP, CATO, 

Phon-e, Chicago Posse, l0ck, spook keywords, PLA, TDYC, W3, CUD, 

CdC, Weekly World News, Zen, World Domination, Dead, GRU, M72750, 
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Salsa, 7, Blowfish, Gorelick, Glock, Ft. Meade, press-release, Indigo, wire 

transfer, e-cash, Bubba the Love Sponge, Digicash, zip, SWAT, Ortega, 

PPP, crypto-anarchy, AT&T, SGI, SUN, MCI, Blacknet, Middleman, KLM, 

Blackbird, plutonium, Texas, jihad, SDI, Uzi, Fort Meade, supercomputer, 

bullion, 3, Blackmednet, Propaganda, ABC, Satellite phones, Planet-1, 

cryptanalysis, nuclear, FBI, Panama, fissionable, Sears Tower, NORAD, 

Delta Force, SEAL, virtual, Dolch, secure shell, screws, Black-Ops, Area51, 

SABC, basement, data-haven, black-bag, TEMPSET, Goodwin, rebels, ID, 

MD5, IDEA, garbage, market, beef, Stego, unclassified, utopia, orthodox, 

Alica, SHA, Global, gorilla, Bob, Pseudonyms, MITM, Gray Data, VLSI, 

mega, Leitrim, Yakima, Sugar Grove, Cowboy, Gist, 8182, Gatt, Platform, 

1911, Geraldton, UKUSA, veggie, 3848, Morwenstow, Consul, Oratory, Pine 

Gap, Menwith, Mantis, DSD, BVD, 1984, Flintlock, cybercash, government, 

hate, speedbump, illuminati, president, freedom, cocaine, $, Roswell, ESN, 

COS, E.T., credit card, b9, fraud, assasinate, virus, anarchy, rogue, 

mailbomb, 888, Chelsea, 1997, Whitewater, MOD, York, plutonium, William 

Gates, clone, BATF, SGDN, Nike, Atlas, Delta, TWA, Kiwi, PGP 2.6.2., PGP 

5.0i, PGP 5.1, siliconpimp, Lynch, 414, Face, Pixar, IRIDF, eternity server, 

Skytel, Yukon, Templeton, LUK, Cohiba, Soros, Standford, niche, 51, H&K, 

USP, ^, sardine, bank, EUB, USP, PCS, NRO, Red Cell, Glock 26, snuffle, 

Patel, package, ISI, INR, INS, IRS, GRU, RUOP, GSS, NSP, SRI, Ronco, 

Armani, BOSS, Chobetsu, FBIS, BND, SISDE, FSB, BfV, IB, froglegs, 

JITEM, SADF, advise, TUSA, HoHoCon, SISMI, FIS, MSW, Spyderco, UOP, 

SSCI, NIMA, MOIS, SVR, SIN, advisors, SAP, OAU, PFS, Aladdin, 

chameleon man, Hutsul, CESID, Bess, rail gun, Peering, 17, 312, NB, CBM, 

CTP, Sardine, SBIRS, SGDN, ADIU, DEADBEEF, IDP, IDF, Halibut, 

SONANGOL, Flu, &, Loin, PGP 5.53, EG&G, AIEWS, AMW, WORM, 

MP5K-SD, 1071, WINGS, cdi, DynCorp, UXO, Ti, THAAD, package, 

chosen, PRIME, SURVIAC

NSA Loophole: How to Browse the Internet without the NSA 
Knowing
To safely browse the Internet without the NSA being able to track you, use 
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the Tor Browser for what I call the "#1 NSA Loophole." It can be securely 

downloaded at:

https://www.torproject.org/projects/torbrowser.html.en

This browser allows you to be anonymous by bouncing queries and 

identities off a series of relays run by volunteers so that no one will be able 

to track your movements.  This browser is slower than most commonly used 

ones (Internet Explorer, Google Chrome, Mozilla Firefox, and Apple's Safari 

browser), but it's worth it!

How to Email without NSA Spying

For those times when you need an email address that you don't want to 

have to maintain, monitor, or give away your real email address, get a "10-

minute email address" at: http://10minutemail.com/10MinuteMail/index.html

Pretty Good Privacy is a free email encryption program, 

http://www.pgpi.org/.  You just put your message into the program, copy the 

resulting encrypted message into your email, send it and then make a ‘key’ 

for the receiver.  Communicate the key to your receiver separately, and 

make sure they have Pretty Good Privacy as well, and you can 

communicate completely securely.  

Hushmail (http://hushmail.com/) is similar to PGP in that it encrypts emails, 

but it also emails your recipient for you.  It acts as a stand alone solution 

and does not require installation of software on your machine.  You can also 

use Hushmail with certain existing email accounts and they have business 

solutions for companies looking to increase employee security measures.

How to Lockdown your Cellphone

Privacycase (www.privacycase.com/) makes a military-grade case for your 

phone that you can place it in when you are not using it. This way, NO ONE 

can track where your phone is. With one of these cases:

o No one can turn it on remotely. (Yes, the NSA can do that.)  
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o No one can use the camera to eavesdrop on you - this means they 

can't use the microphone to hear and record your conversations, 

they can't use the camera to see you and your surroundings, and 

they cannot gain access to your phone.
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Introduction to Your Privacy

Web security is a critical issue for all of us in this day and age, and with a 

slew of recent hacking attacks, alerts about Facebook’s privacy issues, 

Google over-reaching its bounds and collecting data about you, etc., it is 

that much more essential that you know how to protect yourself.

This kit is designed to help you with just that. 

Protecting your personal information, as well as your computers, phones, 

and home, is important for any Internet user.  Everyone is a potential victim, 

and the less you know about protecting yourself, the more likely you will be 

a target. Once you go through this kit, you will be able to protect your 

private information, create life-long security habits, and – if you so choose – 

go “invisible” online.  This kit will be useful for anyone who uses the Internet 

in your household, and should be shared with your friends, family, and loved 

ones so that they, too, are protected.

Don’t wait to address your web security until you are attacked.  At that point 

it might be too late!  When it comes to protecting yourself and your privacy, 

“an ounce of prevention, is better than a pound of cure.”

Please continue to learn the basics of protecting yourself online and offline.

The Truth About Identify Theft
You would hate to think that ordering that new purse or buying that airline 

ticket for vacation might end up costing you your privacy, and potentially 

more money, legal issues, and more. While most websites are secure when 

it comes to transactions, your personal and financial information can be 

compromised. If not done securely, others can access your credit cards, 

checking accounts, and even make a fake ID with your information to 

purchase a new car. As a result, you could end up owing thousands of 

dollars to someone you haven’t met, to a credit card company you didn’t 

sign up with, or worse… 
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Identify theft can unfortunately happen to anyone. Here is some information 

that might be helpful in recognizing it and preventing it to maintain your 

Internet security. 

Signs that Your Personal Information Might Be Compromised

1. You receive something that you did not order. 

2. Unexplained negative items start appearing on your credit report. 

You might not even notice this until you try to purchase something 

with your credit card, and you are declined due to your poor credit 

rating. 

3. Unexplained purchases show up in your checking account or on 

your credit cards. 

4. You receive calls from bill collectors for accounts that you did not 

open. 

Preventing Identity Theft

We will cover these topics in depth later in this kit, but to “set the stage...”

1. Always shred any unwanted credit card offers or mail that might 

contain personal information such as your account number, social 

security number, checking account number, etc. 

2. Stay up to date on the latest scams. There are several websites 

devoted to this. 

3. Use anti-spam ware and ensure that your e-mail account has a 

spam filter on it to filter unwanted emails. 

4. Check the privacy policy on a website that asks for personal 

information. Don't submit anything if it doesn't have one. 

5. Don't keep your personal or financial information on your 

computer. Likewise, don't store your passwords on your computer. 
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6. Don't open an attachment if you receive an e-mail from someone 

that you don't know. Use an anti-virus program to scan the e-mail 

first to make sure that it doesn't contain any phishing or virus 

programs on it. 

7. Keep your firewalls and anti-virus software up-to-date on all of 

your computers. 

If you suspect that your security has been compromised, change all of your 

passwords, cancel your credit cards, close your bank account, and report it 

to the police. Also, report the activity at once to your bank(s) and/or credit 

card company. 

Social Engineering
“Social Engineering” is a term that you will hear more and more about in 

regard to your privacy. Rather than using brute force, social engineering is 

cleverly tricking people into giving away their private information. It often 

involves luring people into compromising information by pretending to be or 

posing as a “long lost friend,” or giving an offer for something the “engineer” 

knows the subject wants. Through learning about you on Facebook, your 

email, etc, the social engineer learns your habits, interests, former school 

mates, ex-spouse or significant other, buying habits, and more. Then, they 

use that information against you. Most scams are simpler, where the scam 

artist knows little about you, just about human nature. In social engineering, 

the level of complexity is even greater.

Popular Online Scams
There are many online scams that compromise Internet security.  Many of 

them are just new versions of old scams that have been used for many 

years, even before the Internet was created.  They usually prey upon your 

greed and desire to get something for nothing.  It is best to know about 

these scams to protect yourself.  Never think that you are “above being 

conned.”  Con artists say that the easiest person in the world to con is the 

who thinks he cannot be conned. 
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Many people are afraid of going online because of “hackers.”  Every once in 

a while, we hear about a computer hacker who manages to get into a bank 

or other secure online environment.  These instances are rare.  Most people 

who become Internet victims fall prey to one of three common scams:

! A con game

! Phishing

! Pharming   

A Con Game

A con game is short for confidence game.  This sort of activity has been 

around since the beginning of time, but the Internet gives it new legs.  If you 

are reading this and are concerned about Internet security, you have most 

likely heard about the Nigerian Bank scam.  This is probably the biggest con 

game going online and it has many variations.  The reason almost one 

billion dollars per year is lost due to the Nigerian Bank Scam is because 

people continue to fall for it, despite repeated warnings, and the Internet 

security laws in Nigeria are non-existent.  

The way this scam works is as follows:  You get an email from someone in 

Nigeria who says they have a great deal of money but cannot leave the 

country.  They promise to send you a check for $50,000 (this amount 

changes) if you will just send them $1,000 (this amount changes, too) so 

that they can get out of the country.  The check is drawn on a US bank and 

they cannot cash it in Nigeria.  They ask for your help so that they can get 

out of Nigeria and say that they will be willing to then split the money with 

you when they get to the United States.  

In “good faith” they send you the check first and ask for you to send them 

money so that they can leave Nigeria.  You get the check, deposit it into 

your account and send them the check so they can get out of that country. 

Or, perhaps, you are a dishonest person and keep the check and do not 

send them the money.  It doesn’t matter because the check is a phony.  It 
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looks like a real check, is often a money order or cashier’s check, and is 

drawn from a bank in the United States.  

By the time you realize that the check is a phony (after it bounces and is 

returned to your bank - often bouncing all of your checks) you are out 

$1,000…or $10,000…or even more.  Some people have lost hundreds of 

thousands of dollars in this scam.  

There are many variations to this scam.  They usually involve your cashing 

a check for someone and giving them part of the money.  In some cases, 

the Nigerian Bank scam will ask that half the money to be sent to Nigeria.  

Because it is so well known, this scam has taken a twist and is often the UK 

Lottery Scam. Here, you get an email saying you won the UK Lottery and 

that the “lottery officials” are sending you your check, but you need to send 

back half for taxes.  

In order for you to practice Internet security online, do not fall for any 

request that asks for money.  No matter how good the offer seems to be, no 

matter how it looks as though you cannot lose, you will end up being parted 

from your money.  

Other confidence games that make it tough on those on the Internet prey on 

lonely people.  Lonely hearts scams are also very old but have gained a 

new life online.  Women or men will write to you, usually through a dating 

site, and fall madly in love with you.  But there will be one problem - they 

cannot leave their country.  They ask for plane fare or money that they owe 

someone so they can be with you.  This game is often called the “Russian 

Bride Scam” as it is often used by Russian women on American men.  

My friend who had his debit card compromised at the discount store almost 

fell prey to this.  He was about to send $1,000 to a woman in Russia who he 

had been flirting with online, because he was lonely and looking for a 

girlfriend.  The worst thing about these confidence games is that they prey 

upon those whom are lonely.   My friend is a college educated person with a 

successful business.  You would think that someone of his intelligence 

would not fall for such a trick.  But he almost did.  Remember - the easiest 

20



person to con is someone who thinks he is above being conned.  

Phishing 

Confidence games are old, but the Internet has made it possible not only for 

the old con games to flourish, but for new, more technically challenging, 

games to begin.  Phishing is the process of receiving a request for 

information through an e-mail or other sort of online contact.  

In addition to preying on greed and loneliness, con artists also prey on fear. 

Phishing is successful because the person doing it creates a sense of 

urgency in the “mark.”  In the world of scams, the “mark” is the victim who 

will soon, if he or she is not careful about Internet security, be parted from 

their money.  

Those who are phished often do not even know that anything has happened 

because it all occurs so suddenly.   It usually starts with an e-mail that is 

very urgent stating things like, “Your bank account has been frozen,”  “All 

your checks have bounced,”  “We believe that someone is using your bank 

account,” or “Can you verify your password?” All of these scams are usually 

sent by emails with the bank logos, addresses, and may even come from an 

email account that looks official such as “security@bankofamerica.com,” 

and the user asks for your password to your account.

In some cases, the phishing can be for other information instead of a 

password.  The scam artists may ask for your social security number and 

birthday.  With this information, they can open up accounts in your name.  I 

saw one email that said that you can get 10 percent interest on your PayPal 

balance if you just filled out a form.  Of course, the first three things that 

they asked for is name, birthday and social security number.  

Never give out information to anyone who contacts you by email.  Even if it 

is someone you know, you should never give out this information.  You 

never know if their account has been compromised and someone is using it 

to phish for information from others on their email list.  
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If you get a request that you believe is phishing from your bank or other 

secure site, you should forward the request to the true site owner as long as 

you have virus protection on your computer. (For example, if you get a 

suspicious email from Wells Fargo, you could forward it to Wells Fargo.) 

You should never open an email from someone you do not know if you do 

not have virus protection on your computer.  Virus protection as part of your 

Internet security will be discussed in a later chapter.

The following email is a phishing email that I received from a real estate 

agent. Her account was hacked by a scam artist, who then sent out this 

email to all of the people in her list. I received this email in my Google email 

(Gmail) account, and Google flagged that this could be a scam in the bright 

red box. Always look for these types of warnings from your email client.

If I had emailed back, the scam artist – who was now controlling her 

account – would have likely asked that I wire money to a bank account in 

Spain, send a money order or something like that. They’d take the money 

and never be heard from again.
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Pharming 

Pharming is another term that is used in the Internet con game world. 

Unlike the regular con games that are older than the hills and phishing, 

pharming is very sophisticated and also takes some technological skills.  

Like most common Internet scams, pharming starts with an email.  The 

email is supposedly from a company that you know and trust.  They send 

you a link for a special offer and you are directed to their “site.”  Only it is 
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not their site.  It looks just like their site with logos, security icons and so 

forth, but it is actually a phony site that has been created to mimic the 

authentic site.  This new site will ask you to enter your username, PIN 

number, and/or password and fill out bogus information.  It will appear 

legitimate, however you have just given your actual login information to the 

crook who will take that information and use it on your real account.  The 

phony site will have your information and use it accordingly.  

How I Got Pharmed 
A few years ago, I was selling merchandise on eBay.  I had a PayPal 

account and was doing pretty well with my little eBay home business.  Then 

I got pharmed.  

The scam offered something I really wanted – to be a Power Seller on 

eBay. At this point, I did not have enough sales to make this goal.  The 

email I received seemed to come from eBay.  It stated that I could, if I acted 

right away, become a Power Seller.  They had a special promotion and I 

could earn this status.  

I was not anywhere close to being a Power Seller.  I had auctions that 

ended every few days and watched them a few times a week.  I had not 

earned the number of sales to get this goal.  But I wanted it, so I was 

excited to jump on the link that they provided and go to the eBay site.  

Had I looked carefully at the address bar, I would have seen that although it 

looked just like the eBay site, it was not the eBay site but a very clever 

duplicate of the site.  I put in my username and my password and then filled 

out the request to be a Power Seller.  I was pretty excited that I was going 

to be a Power Seller on eBay.  

A day or so later, I went to look at my status and saw that I was not a Power 

Seller.  I wondered about this - after all, I filled out the form.  For some 

reason, I took a look at my auctions.  None of them were close to ending, 

but I noticed that the address to where the money was to be sent was 

somewhere in Italy – not to my account in the U.S.!    
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I called eBay and got in touch with someone there.  They told me that I had 

been “phished” because the term “pharm” had not yet been coined.  They 

promptly froze my account and stopped my auctions.  Luckily, nothing bad 

happened.  As none of my auctions ended, no money was exchanged and 

none of the customers who were bidding on my products were cheated. 

Had I been a real “Power Seller” I would have been in trouble.  I had to 

close out my eBay account and start all over on another account.  

When I told the person at eBay what happened, they also advised me to 

check my PayPal account.  As it happened, my PayPal account had been 

emptied.  This was because I used the same password for my eBay 

account as I did my PayPal account.  There was not much money in that 

account (as I was not a Power Seller) but the little money that was in there 

was gone.  I had to call PayPal, close the account and fill out an affidavit.  I 

did get my money back from PayPal.  

Had I been more of a mover and shaker on eBay, I could have lost quite a 

bit more money, and those bidding on items would have lost money as well. 

I never knew that a false site could be created.  I learned this lesson well 

and, although I get pharming emails regularly, I never feel prey to it again. 

Because now I know the following:  

! Never click on a link that the site sends you - go to the actual site

! Never use your same password for everything

! Never expect to get something for nothing 

People who are concerned about Internet security need to be aware of the 

techniques that are used in the scams that run online.  If you get an email 

from any site that states something urgent, do not click on the link.  Go to 

the site to find out what is what. 

Pharming attempts for PayPal, eBay, and the “big banks” are very common. 

If, however, you get a pharming attempt from your bank, contact your bank 
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and forward the email to them.  

More Internet Scams
Nobody wants to get hooked into a scam, but some of them are so clever 

that you can get caught up in them without even realizing that you are doing 

something that threatens your Internet security. 

Following is a list of other common Internet scams:

1. Cashier's checks. This is a new scam that is becoming popular, 

especially on craigslist. Let's say that you post something for sale. A person 

writes you, without seeing the item, and says that they want to purchase it. 

They offer you a cashier's check that is sometimes even over the amount 

that the price is set for. They even tell you to deposit it and that they will wait 

until the money shows up before they pick up the item. The money shows 

up in your account, the “buyer” picks up the item from you (or you ship it to 

a P.O. Box), and then suddenly, the bank calls. They tell you that the check 

wasn't good to start with and “bounced.” To avoid this, only deal with local 

people. Never accept a check that is more than the amount. If possible, 

have your bank call the bank the check was issued from to make sure it is 

an authentic cashier’s check.

2. Online auctions. Although an auction site might be legitimate, the 

products sold from that site might not be. The items can be broken, 

phonies, or non-existent (meaning you pay for, but never receive them.) To 

protect yourself, always purchase from a seller with positive feedback, 

make sure that the auction site is a reputable auction site (like EBay), 

understand the payment terms, use a safe payment method, and don't 

accept cashier's checks for items. 

3. Disaster scams. Somewhere in the world, or your own country, a 

disaster strikes. You feel for the people that were affected by the event, and 

the next thing you know, someone is writing or emailing you asking for 

donations. Look them up on the Internet before you write a check, or search 

them out online. 
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4. Work scams. These can come in the form of work-at-home scams or 

scams in which the scam artist emails you that they found your resume or 

biography online (on LinkedIn or Facebook, usually) and they want to offer 

you a job. But, of course, there is a catch. They ask you for full legal name, 

social security number, and bank account numbers (routing and account 

numbers) so that they “can set up your direct deposit pay.” Again, never do 

anything that requires you to pay money upfront or provide your social 

security number or bank account number. 

Spotting Online Scams
Scammers are always trying to come up with the next big con. This can be 

a software upgrade, new application, the next big social media site, or the 

best new trick to part you from your money, credit, or personal information. 

Not everyone online is dedicated to good. As the number of computer users 

grows, so do the scammers wanting to prey on them. 

There are people who can easily identify online scams, but those who are 

still learning have the tendency to fall for them. In general, people new to 

the Internet are more bound to fall for these, but everyday, even savvy 

people bite on these scams.  

If you wish to avoid these traps, here are some simple tips that can help 

you:

! Beware of Unknown or Unusual Email: Unless you gave your 

email address to someone whom you recently met, there is no 

reason for you to read an email from a person whom you don’t 

know. Scammers usually send e-mails to every e-mail address they 

can scrape from the web.  

Many times you will see that emails have a random link in them - avoid 

clicking on those.  Even if you get an email from a friend’s account, but the 
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writing doesn’t seem quite right or there is a weird looking link - contact your 

friend and ask them if they sent it.   Email scammers often hack people’s 

email accounts and then send emails to everyone in the hacked account’s 

address book.  This makes the scam look more believable.

! Do Not Go to Questionable Websites: If you accidentally opened 

an unknown site and you notice a pop-up warning from your spam 

guard or browser, close it or leave the site immediately. 

If you ever end up on a shady looking website - don’t click any links and 

download anything.  Close your browser window or navigate to another site. 

Use Alt+F4 to close windows that won’t let you cancel.

! Beware of Downloads:  We all love downloading stuff, but you 

have to be careful.  This kit does not support illegal downloading of 

copyrighted material, but we know people do it.  Often sites for free 

downloading (often called “torrents”), give a little ‘surprise’ with the 

downloads – a virus or malware.

Anything like Frostwire or Limewire is a breeding ground for bad files, 

viruses and spyware.  Websites like Filestube are full of fake downloads 

waiting to feast on your computer as well.  Even “file locker” sites like 

Zshare have been known to spread serious viruses. 

Different-looking sites that come up when you do a Google search for free 

software/movies or TV are typically filled with links that don’t work, files that 

won’t download, and surveys to fill out before you download.  They are all 

scams.  You will very likely get infected when you visit and interact with 

them.

! Too Good to be True?:  You know the old adage. If it seems too 

good to be true, it probably is.  Keep that in mind when navigating 

the web.  If you see a pop up saying you won a free iPad for doing 
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nothing, or you are the millionth visitor to a website - click 

here...avoid the allure.  99.99% of the time these are hoaxes.

Spotting online scams may sometimes be challenging to those who are new 

to using the Internet. However, once you are a little more computer savvy it 

will become simpler. 

 

Additional Internet Security Best Practices
While previous sections of this kit went into specific detail about certain 

aspects of protecting yourself when browsing online, the list below is a 

snapshot at some of the other best practices you should be following.

! Use Parental Controls: If you have children who use the Internet, it 

is important to set your parental controls, so they won’t be allowed to 

access unauthorized sites. This will also keep them away from adult 

sites and pornography. The use of parental controls will help keep 

curious eyes away from potentially dangerous websites.

! Consider Apple Products: Like with browsers, most computers in 

the world are PCs. Because Apple makes us such a small 

percentage of computers, hackers spend much less time developing 

viruses and malware for them. Macs and other apple products 

(iPads, etc) are known for their strength against hackers.

! Be Careful with “Toolbars”:  A lot of programs you download will 

offer you the option of also installing a toolbar.  Always avoid these. 

Be very careful when you are installing the program. During the 

installation process, you will be able to check – or uncheck – boxes 

that allow for the installation of toolbars.  Even if they don’t include 

spyware (and many do), they will at the least slow down your 

browser.

! Be Careful with Thumb Drives: Be careful where you use portable 

thumb drives.  If you use them on an unprotected computer, a virus 
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can copy itself there and then infect your computer next time you 

plug it in to your computer. 

! Run Your Anti-Virus Regularly: It often takes a while for these 

programs to scan your computer, and often they slow your computer 

down. Still, it’s worth the inconvenience.  It is important to make sure 

you find any viruses as soon as possible.  You can usually set your 

anti-virus program(s) to auto run at times when you don’t use your 

computer.

! Update Your Anti-Virus Regularly: Your anti-virus program has a 

database of known viruses, and how to fix them.  Since new viruses 

are coming out daily, this database needs to be updated regularly. 

Set your anti-virus program to regularly get updates or to manually 

be installed on a regular interval that you control. 

Go to http://www.google.com/alerts and enter your name and set an 

alert for anytime your name appears on the web.  Also set one up 

for each of your family members.  Anytime Google comes across 

your name, you’ll get an email.  This is a great way to find out who is 

talking about you.

! Update Windows Regularly: On Windows, you can go to 

“Windows Update” under the “Start” menu it will update security 

patches for you. This is necessary because holes are formed on the 

Internet frequently and while you might be protected this week, that 

doesn't guarantee that you will be next week. 

! Never use free online storage space that your Internet Service 

Provider or cable company gives you: Often times they will 

guarantee you 1 gigabyte or more as part of a promotion for signing 

up with them.  But a recent investigation by a privacy expert 

revealed that is information is not kept secure.  With about ½ hour of 

work, he uncovered one man’s entire tax return, including the 

earnings and social security numbers of his entire family.  He was 
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using the free storage from his ISP to store his financial information 

and never thought for a moment that it was not secure.

! Use AntiHacker: Another nice software to use if you think you are 

being spied on is http://www.hide-my-ip.com/antihacker.shtml.  This 

software will alert you if there are keystroke loggers, port scanners, 

remote connections, or program analyzer’s spying in your computer. 

No other program that I know of will give you all this information for 

such a reasonable price.

! Be Careful with Your Home Network: If you're sharing your 

computer with a household of people, but need to ensure your work 

documents are safe, then setting up permissions is the easiest way 

to do it. In Windows, right-click the folder, go to Properties, and open 

the Security settings. Then click the edit setting and select your user 

name to lock the folder to you. On Mac, right-click a folder, click Get 

Info, and change the settings under Sharing & Permissions. For 

extra security, you can easily set up encryption with Truecrypt. 

http://www.truecrypt.org/

! Stop Downloads Instantly: Occasionally a site or virus will try to 

download something to your computer without your permission. 

Many people will notice a downloading box pop up without having 

authorized it.  Immediately press the ‘Alt’ and ‘F4’ keys, and the 

download will stop.  Close and restart your browsers immediately 

and take note of the site that tried to download something to your 

computer.

! Safe Searching on the Net: With the NSA spying crisis a lot of 

people just want to know how to email and search privately.  We 

cover emailing privately in Chapter 3 and 9 thoroughly.  There are 

several private search engines out there that do not record your 

searches, your IP address, or where you browse.  The best is 

probably https://www.ixquick.com/ which claims to be the world’s 

most private search engine.  Another one that has a little better 

search results is https://duckduckgo.com/.  Either of these are good 
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options for secure searching.  NOTE: NSA is recording everything 

on the Internet so these searches will still be recorded but at least 

they won’t know it's you!
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Step 1: Secure the Premises – Hardware, Software, 
and Critical Protection

Use a Secure Internet Browser
Secure Your Browser – Because Internet Explorer is the most commonly 

used browser, hackers focus on developing viruses and hacks for that 

browser more than any others. Using a safer browser can also be your first 

line of defense.

For Internet browsers, I really prefer Google Chrome.  First off, it prevents 

99% of popups.  Second, the interface and bookmarking features are as 

clean and easy to use as anything out there.  The best part is that it really is 

very secure.  Chrome works in a unique ‘sandbox’ type format so that if a 

Trojan or malware should attack your computer and get through your 

antivirus software, it will only corrupt the browser itself.  If that happens, you 

simply uninstall and reinstall the Chrome browser, instead of cleaning the 

entire computer.  The only downside is it is part of the Google family, but 

you can clean your Google searches and maximize Google privacy as we 

discuss in other chapters and you don’t have to have a Google account to 

use it.

If you can get over the fact that it is owned by Google, you can use 

Chrome’s ‘Incognito’ mode. Here's how the incognito mode works:

! Web pages that you open and files downloaded while you are 

incognito aren't recorded in your browsing and download histories.

! All new cookies are deleted after you close all incognito windows 

that you've opened.

! Changes made to your Google Chrome bookmarks and general 

settings while in incognito mode are always saved.

Tip: If you're using Chrome OS, you can use the guest browsing feature as 

an alternative to incognito mode. When browsing as a guest, you can 

browse the web and download files as normal. Once you exit your guest 
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session, all of your browsing information from the session is completely 

erased.

How to use Incognito:

1. Click the Chrome menu  on the browser toolbar.

2. Select New incognito window.

3. A new window will open with the incognito icon  in the 

corner. You can continue browsing as normal in the other window.

You can also use the keyboard shortcuts Ctrl+Shift+N (Windows, Linux, 

and Chrome OS) and ⌘-Shift-N (Mac) to open an incognito window.
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Enable or disable guest browsing in Chrome:

Guest browsing is enabled by default. If you are the owner of the device, 

you can turn this feature on or off:

1. Sign in to the Chrome device with the account that has been 

designated as the owner.

2. Click the status area in the lower-right corner, where your account 

picture appears.

3. Select Settings and find the "Users" section.

4. Click Manage other users.

5. Use the "Enable guest browsing" checkbox to control the feature.

Check websites BEFORE you visit them

Web Security Guard (www.websecurityguard.com) works with Google and 

other search engines and will actually put a green checkmark next to sites 

that are safe in search results.  It will also alert you if you are visiting a 

known ‘bad neighborhood on the web.

A more anonymous choice is Tor Browser: 
https://www.torproject.org/projects/torbrowser.html.en.  This browser allows 

you to be anonymous by bouncing queries and identifies off a series of 

relays run by volunteers so that spies would not be able to track your 

movements.   This process slows down browsing but is effective.
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Mozilla Firefox is another browser that is relatively secure. It has a ton of 

add-ons that can help you protect yourself.  My two favorite are 

AdBlockPlus and NoScript.  AdBlockPlus will block many annoying and 

potentially dangerous ads.  NoScript will block any type of scripts from 

loading in the background of a website. 
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Free Programs to Protect Your Computer from Viruses
The first step in securing your privacy is “buttoning down the hatches” on 

your hardware and software with… hardware and software. First, install a 

couple of anti-virus/anti-malware programs and run them regularly. The 

good news is there are great free programs to that.

Although the website is somewhat slow, we recommend downloading any 

free program from http://www.cnet.com. Click the “Download” button on the 

top of the page and select which operating system you’re running. Then 

search for any of the following programs. Cnet.com tests programs for 
hidden viruses before allowing downloads on their site. However, as 

we’ve written earlier, do not install “toolbars” or any other “programs” with 

primary programs you want to be installed. (When you are going through 

the installation "wizards" be sure to uncheck things like "Install the XYZ 

toolbar.")

38

http://www.cnet.com/


Figure 1.1: Cnet.com and the Download options for Windows 

Software, Mac Software, iOS Apps, and Android Apps

Best Free Anti Virus Programs

1. Avast anti-virus protection - This software claims to perform better than 

other paid anti-virus programs, and is our choice for the best free anti-virus 

program. It has the maximum protection for your computer, and the 

technology it uses can be tailored by the user. It also provides a 

comprehensive filter and reliable website ratings. Its unique features are 
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media player, root kit detection and built-in spyware. 

(http://www.avast.com/free-antivirus-download)

Figure 1.2: Avast anti-virus main interface summary. 
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Figure 1.3: The “Scan Computer” options in Avast. If you feel like you have  

a virus on your computer, choose “Quick Scan” to eliminate it quickly. If you  

have more time, choose “Full systems scan.”
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Figure 1.4: The Avast “Real Time Shields.” Click on any of the

areas above to see what they are protecting and to adjust your settings.

2. AVG anti-virus protection - This software is simple to use and effective. 

The installation instructions are so easy that even a “non-techie” can do. It 

was also rated to be the top program when it comes to detection of threats 

as determined by independent testing laboratories. In addition, it can be 

used without slowing down your computer.  Some of its features are e-mail 

scam protection, anti-phishing and anti-spyware. (http://free.avg.com/us-

en/homepage)

3. Avira anti-virus protection - This software is not a resource hog and will 

perform just as well as most paid options.  It does not have the capability to 

scan e-mails. With this, it is advised to run additional software for e-mails to 

complete your anti-virus protection. (http://www.avira.com/en/avira-free-

antivirus)
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NOTE:  If you have a legitimate copy of Windows, then you can use 

Microsoft Security Essentials (http://windows.microsoft.com/en-

US/windows/security-essentials-download). In our opinion it is the best free 

anti-virus out there right now, and I would consider using it before most paid 

programs in fact.  If you insist on a paid choice - then Kaspersky 

(http://usa.kaspersky.com/) is the highest rated anti-virus in tech circles, but 

my choice for a paid product is:

 

ESET NOD32 - The most effective antivirus software I have seen (and I 

have used them all) is ESET NOD32 Antivirus (http://www.eset.com/us/). 

This system consistently prevents Trojan attacks, warns me of bad sites, 

has a great firewall, and cleans the computer completely.  It even found and 

cleaned a search redirect virus (which redirects you to spam sites when you 

search on Google or Bing), usually one of the hardest viruses to detect.  Its 

$29/year for the base model and is worth every penny.
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Other Free Web Security Programs

SpyBot Search and Destroy
(http://download.cnet.com/Spybot-Search-Destroy/3000-8022_4-

10122137.html)

This is a software tool designed to find spyware (and other types of 

malware) and destroy it.  It does a great job of this.  Even if you are getting 

a clean report back from any of the anti-virus program mentioned above, 

you could still be infested by spyware.  Spyware can do a variety of nasty 

things, but at the very least, it clogs and slows down your computer.  We 

suggest installing this program, updating it (clicking on the “Search for 
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Updates” button, and running it (clicking on the “Check for problems” 

button) at least once a month. 

Figure 1.5: Spybot introductory screen. First, choose “Search for Updates.”
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Figure 1.6: Choose a local destination from where you will 

download the virus updates. Then, click “Continue.”
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Figure 1.7: Choose all of the detections, then click “Download.” 

Once they have downloaded, click “Exit.”
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Figure 1.8: Choose “Check for Problems” to start the scan.
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Figure 1.9: The scan will start, you can see all of the virus and malware the  

program is looking for in the bottom-left of the screen. “TNS-Search” is the  

current virus it’s looking for. You can see the program’s progress by the  

green-lined progress bar.
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Figure 1.10: After Spybot is finished running, it will show you the 

potential problems. In this case, I only had one tracking cookie. 

You can view the definition of the problem by clicking on the plus 

sign next to the problem. In this case, I already clicked it. Check 

everything you want removed, then select “Fix selected problems.”

Malwarebytes 

http://www.malwarebytes.org/

This is the big gun.  This is the program you turn to when NOTHING else 

will work.  The free version does a great job of removing spyware and 

viruses. One of the benefits of this program is it has a much better chance 

of running properly on an infected computer than other programs. Again, 

make sure you read up and learn how to use it properly, if you do ever 

(regrettably) need to use it.
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Figure 1.11: When you start Malwarebytes, you can choose

 to update the virus definitions automatically.

 Choose this each time.
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Figure 1.12: Like with Spybot, choose “Perform quick scan” if you 

believe you have a virus. Otherwise, if you have time, choose

 “Perform full scan.”

Figure 1.13: Choose which drives you’d like scanned.
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Figure 1.14: Let it run!

Figure 1.15: Hopefully, you get this message…
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Figure 1.16: Malwarebytes also gives you a log of everything that 

it scanned. As you can see, it took 2 hours and 21 minutes to run. 

I often run it right before I call it a day and let it run overnight.

CCleaner 

http://www.piriform.com/CCLEANER

Ccleaner is a nice and free web history cleaner.  This will thoroughly 

analyze your browser history, cookies, temp files, and recycling bin and 

clean them.   It will also analyze your hard drive for registry errors which can 
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be damaged by hacking and malware.  This program will also usually speed 

up your computer noticeably. I run it any time my computer is starting to act 

sluggish.

Figure 1.17: To clean your computer, simply click “Run Cleaner”

 in the bottom right corner of the screen.
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Figure 1.18: To clean your registry (the files that control your entire  

computer), click the “Registry” tab on the left. Then, click “Scan for Issues.”  

Once the scanning is complete (green bar at the top says ‘100%’), click “Fix  

selected issue…” (When the program asks, do backup your registry. Just  

save it on your desktop. Once you’ve restarted your computer successfully  

at least one time, then you can delete that file.)

These free programs are a great first defense for anyone who is accessing 

the Internet.  Keep in mind, you only need one anti-virus running, and if it 

was up to us - it would be Avast Anti-Virus. We then suggest “double-

checking” everything with a monthly scan with both SpyBot and 

MalwareBytes, and a periodic “clean” with CCleaner when your computer is 

sluggish. 
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Introduction to Spyware
Spyware is just a web term used to refer to advertising-supported software, 

which is also known as “adware.” Examples of spyware are the pop-up ads 

that often come out whenever we open a website or pop ups that occur 

when we download a shareware version of software. But according to some 

web experts, spyware is much, much more. 

Supporters of spyware and adware say that, though it can be pretty 

annoying at times especially if you are really in a hurry, both do give 

consumers huge benefits. Because the product ads generate income for 

developers of shareware software, consumers can get the software for free. 

Developers are in turn paid for their work. Of course, if you don’t want to be 

bothered by the constant pop-ups, you can always pay the licensing fee or 

the regular fee for the software. If you want the software for free, you just 

have to put up with the ads in return for free software.

However, there is a downside to spyware. Spyware, from the name given to 

it, is actually used as a tracking device in your computer system. It will look 

into and record your surfing habits, your chatting logs and even the number 

of times you open your email and will send that information through the 

Internet to either the designer of the spyware or a 3rd party. If designed or 

programmed the right way, it can discover just about everything else in your 

system. 

And because the program runs in the background, there is no way that a 

person can control the kind of information that he or she sends out. 

These kinds of programs were actually originally used by parents or people 

in the business sector who wish to track down and put on record web 

activity. It could be considered “beneficial software,” but not when people 

are not aware that their behavior is being tracked. This is often the case 

when people download software over the Internet. As mentioned before, it 

is used by companies to advertise their products and in turn help the 

developers of software keep their costs down so that they can afford to offer 

their programs for free.
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Although privacy issues indeed come into play, there is nothing technically 

illegal about spyware. In fact, its use is prevalent all over the World Wide 

Web, and it’s often explained in the terms of service that most people agree 

to without reading during the software installation process. There are 

however some areas that people who value their privacy will object to. 

Because of this, people are sometimes given the option to refuse the 

software, but often they are not given this option and are unaware that it is 

installed and in use.

There is really no way that one can avoid adware and spyware as these 

programs are packaged with the software that you will be downloading from 

the Internet. The most that you can do is to avoid downloading from the 

Internet, to refuse any file downloads that you did not personally authorize, 

and to read all terms of service and privacy policies that are included with 

software. It is also good to only view websites that have a good reputation 

or those that have anti-spyware and adware programs installed in their 

pages.

How can you get rid of spyware?

Of course, you want to discover if spyware is installed on your computer, 

and you'll want to remove it. Resist the urge to use the “un-installation” part 

of the program. While it might appear to take the spyware off of your 

computer, it generally doesn't. In fact, it might even set off a trigger that 

installs more. Instead, spend the money and invest in a reputable cleaner or 

spyware detection program. These sometimes have to be updated every 

year which might require a new subscription but it's worth it to get your 

computer cleaned. It's better to spend money on that than trying to recover 

your identity later. 
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How to Tell When Your Computer is Infected with a Virus
Getting infected with an unknown virus is the last thing that you want to 

happen.   When your computer is infected, you want to fix it as soon as 

possible. Not being able to detect the virus right away can cause a great 

amount of damage, not just on your computer but also on your important 

files.

There are thousands of viruses that can infect your computer: worms, trojan 

horses, boot sector attacks, time bombs and many more. These viruses can 

eat up some space on your computer, ruin your files, stop devices (like your 

mouse, keyboard, or computer screen) from functioning, corrupt some files 

or even disconnect you from the Internet.

Here are some indications that your computer is infected:

! If you are using anti-virus software, a notification will give an update 

informing you of the threat.  As it scans your computer regularly, or 

provides ‘real-time’ protection, it also provides updates like virus 

detections. If you have an updated and comprehensive anti-virus, it 

will immediately remove the virus and “heal” your computer.

! If you are not using any anti-virus software, or if the virus got by your 

anti-virus because the virus is newer than your anti-virus software 

updates, there are different indications that your computer has a 

virus. Some of them are the following:

o Your computer suddenly becomes unstable and crashes.

o Your computer runs slower than usual. In this situation, the 

virus drains the resources of your computer.

o You receive messages informing you that you can’t access 

the drives on your computer. In addition, other devices 
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connected to your computer like a printer may seem not to 

work at all.

o You notice that the sizes of your files change even without 

modifying or accessing them.

o You see that your menus look distorted or odd.

o The virus might be bold enough to come right out and tell 

you that you are infected.

o You notice a new icon in the bottom right-hand corner of your 

screen (on a PC).

o You might lose control of your computer, the screen will 

change, mouse will rush around, programs will open etc...

Any of the above symptoms do not guarantee that you are infected, but they 

are all indicators you might be.  If you think you have detected a virus on 

your computer, run a quick virus scan with any of the programs we detailed 

above (or another of your choice). 

If your computer has become too unstable to use, then you should turn it 

off, disconnect from the Internet and research the potential 

problems/solutions using a different, non-infected computer. In almost every 

case, if you do a Google search on your computer’s symptoms, you will find 

out which virus you have and how to fix it. If you are using Windows you 

can usually start-up, or “boot,” your computer in “safe mode.” From there, 

you can often run your anti-virus programs and eliminate the problem.

Securing Your Wi-Fi Connection
One of the biggest Internet developments in recent years has been the 

explosive proliferation of Wi-Fi.  Wi-Fi, in laymen's terms, is wireless 

Internet and it is everywhere now.  Many households now have it, as well as 

schools, businesses and stores.  What would Starbucks be without a Wi-Fi 

hotpot?
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This explosion of Wi-Fi makes sense when you see how much more mobile 

computing has become.  Laptops are quickly replacing desktops, and 

manufacturers are looking to create slimmer, lighter, more portable ones all 

the time. 

While wireless routers are great, they are not as secure as hooking up your 

computer to a wall in your home. Other people can use your router and 

connect to the Internet. They may also be able to access your own personal 

information and be privy to things such as your financial information and 

other things that you don't want other people to have access to. 

Hackers are notorious for breaking into unsecured connections. Actually, 

you don't have to be very technologically advanced to do it, either. Even 

someone with limited technological skills can use your router for their own 

computer. This is especially true if you do not set a password or make your 

connection secure. 

There are easy ways to hack into a Wifi network. For more information, you 

can read this article: http://lifehacker.com/5873407/how-to-crack-a-wi+fi-

networks-wpa-password-with-reaver  You can help prevent this from 

happening to your home network by using router firmware like Tomato: 

http://www.polarcloud.com/tomato

So, in addition to Tomato, how do you make sure that your Internet security 

is good when you use wireless Internet?

First, if you are not using your wireless router then you should turn it off. 

This is one of the best ways to protect your Internet security. 

The next line of defense, assuming you use your home or business Wi-Fi 

system, is setting up encryption on your router.  Unfortunately most wireless 

routers don’t have encryption on as a default.  Use the strongest version of 

encryption that your network allows.   WPA (wireless protected access) is 

the most commonly used today, but WPA2 is gaining in popularity (both are 

great choices to use).   WEP is the worst of all choices, it is better than 

nothing but pretty easily cracked.
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It is also important to setting up a strong password in order to access your 

wi-fi. Make sure that the password is something that is strong enough that it 

can't be figured out. It is always suggested that you do not use the same 

password over and over for all of your accounts and that you try to make it a 

combination of letters and numbers. Don't ever use your name, zip code, 

social security number, or even telephone number. 

Then, you should disable the router's DHCP service. What does this do? 

This basically gives the computer access to the wireless connection. 

However, when you disable it and configure it manually then you can give 

your network a distinct IP address and make it more secure. 

Filter MAC Addresses: If you are an advanced user you can even set up 

your Wi-Fi to filter by MAC addresses.  This is not about Apple’s Mac. 

Every laptop or Wi-Fi enabled mobile phone has a unique MAC address. 

You can set up your router so only certain devices can ever access it.

Don’t forget to change your network’s SSID name. This isn’t really going to 

keep your connection more secure per se, but it will help people avoid 

logging onto the wrong network accidentally.  Each router will have a name 

but most of them are something generic like “default”.  Take the time to 

rename yours something secure, per our password creation instructions.

Using Public Wi-Fi Connections
Using a wireless connection when it comes to your Internet can be great. 

It's fast, it's easy, and you don't have to deal with cords. Plus, you can hook 

up at a lot of different places-from airports to McDonalds. 

Make sure you are using a legit hotspot.  A lot of places will have their Wi-Fi 

connection name posted.  If they don’t - do not be afraid to ask.  Criminals 

have been known to setup Wi-Fi hotspots with names that seem legitimate 

in order to steal personal info.
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You also need to make sure your anti-virus is running and make sure 

Windows file sharing is turned off. Turn off the Sharing function when 

working on a public Wi-Fi: In Windows, open Control Panel, then head to 

Network and Internet > Network and Sharing Center. Then click Choose 

Homegroup and Sharing Options > Change Advanced Settings. Turn off file 

sharing, print sharing, network discovery, and the public folder. On a Mac, 

open System Preferences > Sharing, and make sure all the boxes are 

unchecked.

If you’re really worried about public Wi-Fi, then encrypt everything with the 

free VPN Hamachi product (https://secure.logmein.com/products/hamachi/), 

and the web proxy  (http://sourceforge.net/projects/ijbswa/files/). Setup isn't 

that complicated, and the end result is secure connections for all your 

browsing.

Lastly, just avoid really sensitive information when you are using a public 

hotspot.  Don’t share bank passwords, credit card info, PayPal login or any 

other sensitive data that may be on your computer.  

Introductions to Firewalls  
Setting up and then activating a firewall is an additional way to protect your 

Internet security. This is important whether you are using a wireless router 

or not. A firewall can protect you from viruses. 

What is a firewall and how it will protect your Internet security? A firewall is 

usually part of the Internet router and basically works by passing traffic 

between secure and insecure areas. 

There are two kinds of firewalls: proxy servers and packet filters. Proxies 

are generally more expensive than packet filters. 

Computers are identified by IP numbers. A firewall can tell if a source is 

legitimate by comparing it to a set of rules that it employs. With a packet 

filter, the firewall won't let in sources that do not pass the rules. It more or 

less stands guard over your computer and won't let things pass through that 

do not adhere to its standards. 
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While firewalls are meant to keep things coming in, in some rare cases it 

can actually prevent users from getting out as well. This can be frustrating 

when you are trying to visit a site that you know is secure but for some 

reason your firewall has a problem with it and won't let you access it. 

If this becomes a major hindrance, you can reconfigure your firewall 

settings. Of course, if you are part of an Intranet, such as at a place of 

business, there is little that you can do unless you, yourself, have access to 

the main computer and passwords. If you do have access, however, you 

can always add the site that you are trying to access as a 'safe site” so that 

the firewall will let you in down the road. 

You can purchase Internet security programs that contain firewalls. It is best 

to do some research on them first to get a good feel of what you are 

purchasing. Some are created superior to others. If you get a good 

program, it should also come with some adware and spyware blockers as 

well, and perhaps an anti-virus program. Of course, most good anti-virus 

programs also come with firewalls. 

Although people often bemoan firewalls and the fact that firewalls try to 

keep people out of sites that are sometimes legitimate, they can be a great 

way to protect your computer from harmful attacks. If you own and operate 

a business and have employees accessing the Internet they can be 

especially helpful, too. It can be difficult to protect your Internet security 

when you are dealing with multiple Internet users. It's hard enough being 

safe yourself! 
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Step 2: Defend Yourself - Password Protection

Make Sure Your Passwords Protect You
In this day and age, protecting our Internet security is very important. We 

store important information on the Internet such as our personal information 

as well as our financial information. Identities are stolen every day. Getting 

yours back and clearing up the damage that it can cause is expensive and 

time-consuming. 

One of the most important things you can do is to protect the passwords 

that you use for your various accounts. Why is this important? Because if 

someone gets hold of your password, they can have all sorts of information 

about you and access your account(s).

Most people use their same password, or a variation of it, for all of their 

accounts. Needless to say, this is not a good idea. After all, if someone gets 

that password they can tap into almost any Internet account you have and 

thus breech your Internet security. 

Also, don't store your passwords on a notepad right there by your computer, 

or in a document on your computer called “Internet passwords.” They 

should be a little harder to locate than that. 

Make sure you require your kids to follow these rules, too!  Kids often use 

faulty passwords on social media and video gaming profiles that would 

allow hackers to access your address and credit card information.  There is 

a documented case in Massachusetts of a family that was harassed with 

pranks and threats at their home after their son had an argument with 

another gamer on Xbox Live.  The disgruntled gamer then hacked the son’s 

Xbox account by guessing his obvious password, found their address, and 

then put the family through 6 months of hell.  EVERYONE in the family 

should be following these rules.

65



Password Creation
Password creation and management is one of the first things you should 

consider when thinking about web privacy and security.  Everything you do 

on the Internet, including accessing it in most cases, will require a 

password.  This is the very base of your pyramid of web security.  

Knowing how to properly create and manage strong passwords is the 

perfect place to start the security discussion.  Just putting this chapter’s tips 

into practice gives you a heads up on the vast majority of web users out 

there.  

The following steps will ensure you create great passwords:

! Avoid The Obvious - The first thing you have to do is avoid the 

obvious.  Do not use anything like:

o your name 

o birthdate or anniversary date

o social security number

o zip code

o those of your spouse, parents or children.  

Remember, not all hacks come from some mysterious stranger 

overseas.  A lot of problems can arise, right in your own house - 

from friends, roommates, parents or children.   Don’t choose 

something that someone could guess!

You will also want to avoid the common passwords that many 

people use.  Below is a list of the top ten most used passwords list 

(shown below - courtesy of Huffington Post):

66



o 123456

o 12345

o 123456789

o Password

o Iloveyou

o Princess

o rockyou (name of the site these pws were hacked from)

o 1234567

o 12345678

o abc123

As you can see, avoid numbers in order. Avoid the name of the website you 

are using and the actual term ‘password.’ However, you can set up a 

system where you use random characters wrapped around the site you are 

logging into.  So your Yahoo password could be 

S$&v49yahoopassword#4Bw1, and then use this system for all sites.  But 

this is still not preferable to creating random, unique passwords for the most 

important sites where your banking and communications are held.  

! In Fact Don’t Even Use a Word - No matter how clever you think 

you are - don’t even choose a word - English or foreign. Any word 

that can be found in the dictionary can be cracked using a brute 

force attack.  If you insist on using a word then make sure you 

connect more than one word with numbers and symbols (more on 

that below).  If you choose a single word that is in the dictionary (any 

language) you are wide open for a hack.
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If you want to use a word, try spelling it with symbols, like CHRISTIAN could 

be spelled C#R!$+!@N.  

! Sorry, Size Matters - I know it is easier to remember 5 digits than 9, 

but guess what? Size counts.  If you chose a random string of 6 

lowercase letters (or worse a 6 letter word) it would take 10 minutes 

for a hacker to use a brute force attack to figure that password out. 

Ten minutes to test every possible combination of letters. 

To avoid this, or at least severely lengthen the time it takes, make 

sure your password is longer than 6 characters.  I would say try to 

aim for 9 or more characters.  It might seem like a lot to remember, 

but a phone number with area code is ten digits, and we all have 

many of those memorized.  If you have a password 9 characters in 

length - it will take the same program about 4 months to hack.  And 

that is before we add variety...

! Mix Up Characters - To maximize your password’s security you 

need to mix up your characters. This means you need to add 

symbols (%@#) and numbers, and to mix up the case of your letters 

(capitals and lower case).  The best passwords will have all different 

types of characters in different order.

Remember the time it would take to crack passwords mentioned above? 

Well if you have a password that is 9 characters in length, has upper and 

lowercase letters, plus symbols and numbers - it would take 44,530 years to 

hack that password!

! Use Microsoft's Password Strength Tester - This program lets 

you enter in a password to see what its strength is. If you give it 

something that doesn't test very strongly then you need to change it 

in order to make it more secure. This site can be accessed here: 

https://www.microsoft.com/en-gb/security/pc-security/password-

checker.aspx
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! Answer Security Questions Wisely – Most thieves that are 

hacking your email will use the ‘lost password function.’  If your 

email manager asks you to set up a security reminder question be 

careful how you answer.  Often it asks about your high school 

mascot, or place of birth, questions that can be easily answered for 

a prying thief.  For these questions, put in the answer backwards, or 

add on a secret number to the end.  Always try to pick security 

questions that are very difficult to answer for anyone but you.  

If you keep those 6 very simple points in mind, then you will create great 

passwords that are virtually “unhackable”. Creating passwords and 

managing them, though, are two different things.  

Password Management

Following are some points you need to consider about how to use these 

great passwords.

! Have More Than One - This is probably the single most important 

password management tip.  Do not use the same password 

everywhere on the web.  If you do, you highly increase the chance 

of having it compromised. If someone is able to glean your 

password on one site they may be able to put 2 and 2 together, and 

access other accounts you own. Some of these accounts could be 

really important. Memorizing a new password every site is hard 

(impossible?), but you should have at least 3 strong passwords that 

you use for different things.  You can break down your passwords 

into 3 categories: 

A Level - These are passwords that are super important, and direct access 

to them could directly lead to financial trouble. (i.e. Online Banking or 

PayPal)
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B Level - These passwords are also important, and while getting hacked 

could cause trouble, the hacker won’t be able to clear a bank account, or 

run up credit. (i.e. email, Twitter or Facebook)

C Level - These passwords are for random free accounts online. (i.e. 

Message Board, Blog Comments or Fantasy Sports)

If you are going to try to go with just several different online passwords, try 

not to mix them up between categories.  You can also make your own 

categories if you want.  For example, for those people who work online, an 

FTP or Hosting password, could very well be an A-Level.  Use your own 

common sense when deciding which category a password would fit in.

! Change Password if Compromised - If you ever have your 

password compromised, then you need to change it ASAP.  This 

seems like it isn’t worth stating, but I have seen it far too much.  Not 

only do you have to change the compromised password, you also 

have to change all of the other accounts tied to that password.

That might seem like overkill, but it is the most basic step to take if you have 

a password hacked.  You should not avoid this, no matter how annoying it 

may be to change all of those passwords.  This is yet another reason to 

make sure you don’t just use one password.

! Don’t Be Afraid to Use Software - For people who have several 

passwords, you can consider using software for password 

management.  This is especially helpful for people who work online, 

we sign up for so many accounts, that remembering passwords can 

be tricky.
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I like to use Roboform to simplify the online password issue.  I use the 

Internet a lot and the reality is that I use over 150 sites that require some 

kind of login ID.  So I use Roboform, which costs about $10 per month and 

just plugs into your browser to remember logins and automatically fills in 

forms for me.  This prevents me from having a file or note that could be 

easily stolen or hacked and give up all of my password info.

Now, I know what you’re thinking: what’s to stop them from hacking 

Roboform?  First off, Roboform has some of the most extensive encryption I 

have ever seen to prevent this.  But, I still don’t trust it completely, as you 

shouldn’t.  So I use Roboform to remember the nonessential passwords 

and login information to sites that don’t carry my financial information.  I use 

Roboform to remember the logins to sites that don’t matter, so that I can 

remember the passwords for the sites that do.  There’s even a random 

password generator that you can use to create secure, impossible-to-hack 

passwords.

Also, here’s an additional great article on generating passwords: 

http://lifehacker.com/5830355/xkcd-password-generator-creates-

high+security-easy+to+remember-passwords

If you follow these three tips, your passwords will be managed about as well 

as they can be.  Remember, even if you haven’t been compromised, you 

should still consider changing your password every 6 months or so.  This 

might seem like a hassle, but it will help ensure your online safety.

Storing Your Password on Your Computer 
One of the most common things that you do might be threatening your 

Internet security. It's a mistake that nearly everyone is guilty of making. 

What is it? Storing your password on your computer. 

When you create a new account, or sign into your account, your computer 

generally asks you if you would like to have the password saved. It makes 

more sense to answer “yes” due to the fact that it makes life a little simpler 
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to not have to re-type your password time and time again. However, doing 

this can compromise your security and your personal information. 

Aside from the fact that if someone comes into your home and gets on your 

computer, they can easily have access to your accounts, saving your 

password also allows hackers easier access to your accounts as well. 

Think about the accounts that you might have saved your password on, 

Expedia, for example. Even within Expedia you save your credit card 

number, billing information, and other pertinent financial information. In fact, 

you might have more than one credit card number entered in it. 

Another account that you probably have personal information stored in is 

Amazon. Again, with this type of account you store your credit card 

information. Although Amazon itself is a secure site, someone with access 

to your information can use it against you to make purchases, open new 

credit cards in your name, and generally ruin your credit. 

Your bank account is one of the most important things that you need to 

protect. With online banking being very popular these days, more and more 

people are using it instead of traditional banking. However, if your 

information gets into the wrong hands, then someone can transfer money 

from your bank account or even use your information to open an account in 

your name. 

Job search sites can also be a problem. In some cases, you have to enter 

your social security number or driver's license number in order for them to 

run a security check on you. These are two things that you do not want 

people to have access to. 
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Step 3: Use E-Mail Securely

Four Email Scams that Threaten Your Internet Security
Do you trust your e-mails? It's hard to believe, but there are people out 

there who have nothing better to do than to think of ways of conning other 

people out of business. It actually is their business to scam. Don't let your 

Internet security be threatened by these scammers. 

The difficult thing is that while some of the scams sound outlandish, many 

of them also appear legitimate, too. Intelligent people have been scammed 

and had their Internet security threatened when the emails appeared real. 

To help keep you and your information safe, the following is a list of 4 email 

scams that can threaten your Internet security. 

1. The bank scam. This is one of the more realistic sounding scams. A 

supposed bank will contact you and tell you that they have had a 

security breech and that you're information has been violated. They 

will then direct you to an outside website where you are then 

supposed to enter your personal and banking information to “protect 

your account.” First of all, you wouldn't receive an email from your 

bank if this happened. Secondly, never enter your banking 

information like this. If you feel like it could be true, call your own 

local bank branch and ask them.

2. The fake job scam. In this scam, a person e-mails you and tells you 

that they found your resume and are interested in hiring you. They 

then direct you to a website where you are asked to enter a bunch of 

information such as your social security number and driver's license 

number. A legitimate business would ask you to call them to set up 

an interview. 

3. The lottery scam. Here, a person will write you and tell you that you 

have won the lottery. Again, you will be directed to a site where you 

will be asked your banking information so that the money can be 

deposited. Don't fall for it. This is not the way the lottery works. 
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4. The foreign money scam. This is a great one as well. A person will 

write you and tell you that they live in a foreign country and came 

into a lot of money. They will ask you to deposit it for them in your 

account and as a result they will give you a chunk of it. Just say no. 

They want your account information to take your money. 

Make Sure Your Emails Are Safe: Tips for Internet Security
The last thing you want to do is to have an unwanted e-mail wreak havoc on 

your computer. However, this happens everyday. At best, it can make your 

computer run slower. At worst, your personal and financial information can 

be stolen, or your entire computer can crash and everything could get lost 

due to a virus. 

The following includes some tips for Internet security when it comes to your 

e-mail. 

! Don't open attachments from people you don't know. This should go 

without saying. However, people do it all the time. Usually, the 

subject lines of these unwanted e-mails either make it look as 

though they are sending you something that you requested (“here's 

the information you asked for”) or they make it appear as if they 

know you (“Hey, it's me, John”). However, if you weren't expecting 

any email with an attachment and you don't recognize the sender's 

address don't open it. It could contain a virus.

! Don't give out any information. On the other hand, sometimes your 

Internet security can be threatened from senders who pretend to 

know you and try to get you to give them information. For instance, if 

you are applying for jobs on various search sites, someone might 

contact you and say that they found your resume. They could then 

send you to another site and ask for your personal information, like 

your social security number, by pretending to have you fill out an 

application. Unless you are applying for a state or government job, 

or have already been through the interview process and they need 

to run a background check on you, you should never give out your 

social security number.
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! Don't use the same passwords. Never use the same passwords for 

your email account as you do for your Expedia account, online 

banking account, or any other website that stores financial 

information. It is fairly easy to figure out email passwords and once a 

hacker has it, they can get into your other accounts as well and your 

information can be used.

! Change your passwords. Also, remember to change your passwords 

from time to time. Try including numbers, as well as letters, in your 

passwords. It makes it harder to figure them out.

! Don't let other people access your email account. Never give 

someone else your password when it comes to your email accounts. 

It's difficult enough for you to keep tabs on your Internet security, 

much less trusting other people to keep it safe.

! If you are concerned about people spying on your email inbox, try 

http://www.hide-my-ip.com/dontspyonme.shtml.  This unique service 

will allow you send a fake email to yourself, and will reveal if anyone 

else opened it.  It will also tell you where the perpetrator is located, 

and the date and time they opened the message.

! Send secure, encrypted messages that will self-destruct after the 

recipient reads it at https://www.thismessagewillselfdestruct.com/.

! For those times when you need an email address and don’t want to 

maintain it, monitor it, or give away your real email address, get a 10 

minute email address at: 

http://10minutemail.com/10MinuteMail/index.html

! Pretty Good Privacy is a free email encryption program, 

http://www.pgpi.org/.  You just put your message into the program, 

copy the resulting encrypted message into your email, send it and 

then make a ‘key’ for the receiver.  Communicate the key to your 

receiver separately, and make sure they have PGP as well, and you 

can communicate completely securely.  
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! Hushmail (http://hushmail.com/) is similar to PGP in that it encrypts 

emails, but it also emails your recipient for you.  It acts as a stand 

alone solution and does not require installation of software on your 

machine.  You can also use hushmail with certain existing email 

accounts and they have business solutions for companies looking to 

increase employee security measures.

Downloading E-Mail Attachments
It is very important to remember to be careful when you receive an email 

that comes with an attachment. It is doubly important if that attachment is 

from someone that you don't know. 

As a rule, it is a good idea to delete the email and not even worry about it if 

it's from someone that you don't know and weren't expecting. After all, an 

email with an attachment can equate to a virus, and a virus can harm your 

system so much that it might be beyond repair. In addition, you can lose 

valuable information and even have someone hack into your personal and 

financial information and use it for their own purposes. 

It seems silly that people would waste their time trying to come up with 

different ways to destroy other people's systems, but it happens on a daily 

basis. Sometimes, people do it just because they can and there isn't reason 

a valid reason behind their actions. This can be very frustrating for the 

victims of such an attack. You must learn to be cautious. 

So how can you protect your Internet security when it comes to 

downloading e-mail attachments?

! Anti-virus software  . You should definitely invest in some anti-virus 

software. This will scan the e-mails and attachments for you and let 

you know if they are safe. This can be particularly important if you 

are using free email accounts.

! E-mail programs with built-in sensors  . If you pay for your e-mail 

account then chances are that it already has some sensors to detect 

harmful attachments. Sometimes, as soon as the e-mail itself comes 
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in it is sent to the trash can or the harmful attachment itself is 

removed for safety precautions. This is ideal.

! Ignore the mail  . A lot of times people who send harmful things to 

your e-mail account try to get away with it by pretending that they 

know you or are sending you something that you already requested. 

Well, if you know them then you should be able to identify the e-mail 

address. You should also recognize the name. Sometimes, they will 

use the name of a legitimate company to try to fool you. For 

example, it might say “Amazon” but when you look more closely at 

the e-mail address it might read amazon@hotmail.com. Now, would 

it really make sense for Amazon to use a free e-mail account?
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Step 4: Using the Internet:  Sending Files, 
Browsing, Downloading and Purchasing

Sending Files Securely
As	  you	  saw	  earlier	  in	  this	  book,	  I	  highly	  recommend	  the	  Tor	  browser.	  It's	  the	  #1	  
"NSA	  Loophole."	  Closely	  related	  to	  it	  is	  a	  program	  called	  OnionShare,	  which	  allows	  
you	  to	  safely	  transfer	  files	  of	  any	  size	  to	  someone	  else.	  

It	  uses	  the	  "Tor	  hidden	  service"	  to	  move	  files	  back	  and	  forth.	  You	  must	  have	  the	  Tor 	  
browser	  to	  install	  and	  to	  use	  it	  is	  NOT	  easy.	  Developers	  are	  conPnually	  improving	  
the	  service	  and,	  hopefully,	  will	  have	  a	  Windows	  and/or	  Mac	  version	  soon.	  In	  the	  
meanPme,	  if	  you	  are	  technically	  saavy,	  you	  can	  find	  instrucPons	  here:	  
hQps://github.com/micahflee/onionshare	  

Secure Online Banking
I have been doing my banking online for years.  It is not only safe, but 

convenient as well.  There are many online banks that offer good interest 

rates on their accounts.  I have an off-line bank but make most of my 

transactions with them online.  I also use PayPal like a checking account, 

as many sites will now accept PayPal payments.  

Set up a verbal password with your bank for any withdrawals, wire 

transfers, or change of address.  Most banks will allow you to do this now; if 

yours won’t, consider changing banks.  Be sure they ask for the password 

when doing any banking over the phone or on email.  Scammers perform 

‘pretexting’ where they pose as you and ask for sensitive information about 

you.

Banks offer state of the art Internet security that employ the following state 

of the art security technology:   

! Secure Sockets Layer (SSL) protocol

! Password controlled entry to the site

! Firewalls

! Data encryption 
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! Filtering routers 

! Public private key pair

All of these systems combined makes for very tight security.  If you are 

planning on doing online banking, you should make sure that your banking 

site offers this type of security.  You will need to log into the site using your 

password each time.  You do not store your password in these sites and will 

have to enter your user name and password each time you can get into the 

system.  You can write down this information somewhere private.  Some 

people put this information on a flash drive so that they have it.  

After you have logged into your online banking site, you should then be 

directed to a secure environment where you can conduct transactions.  The 

SSL will secure the session for you with your browser.  The data that goes 

between your bank and you will be encrypted and can only be decrypted 

with the private key.  

Your browser should be 128 bit encrypted in order to support the security of 

an online banking site.  Four browsers that support this type of encryption 

are the following:  

! Google Chrome

! Internet Explorer

! Mozilla Firefox

! Safari

If you are using another browser, you will not be able to do online banking. 

For your own protection, you should use one of these secure browsers. 

You can download the latest version of these browsers by going to the 

websites and getting a free download.  
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Online banking sites also have firewalls that will reject any unauthorized 

traffic to the site.  There are also filtering routers that will verify the source of 

any requests that travel in through the information packets on the site.  

Chances are that your bank, like mine, has a website that you can use.  You 

can comfortably do your banking from home without worrying about 

someone getting your information.  As I mentioned earlier, my recent 

problem with my bank was due to my using the ATM at the bank, that had a 

false plate on it which picked up the numbers.   Fortunately, the bank 

spotted this in time and before my card information was printed on another 

card and my account wiped out.  

Those who bank online or use a merchant site like PayPal should also know 

that these sites offer protection in case you do lose money due to nefarious 

activity from a predator.  My friend had to complete an affidavit about his 

card and received his money back.  PayPal offers the same service for 

anyone who is unfortunate enough to have their account compromised.  It is 

important to realize, however, that most accounts that are compromised are 

done so because of a mistake on your part rather than someone hacking 

into the system. 

Banking online is easy and safe.  I do, however, make it a point to check my 

balances on a regular basis so that I can catch anything unusual with my 

account right away.  As long as you protect your password and information, 

there is no reason you should worry about your online banking being 

compromised. 

 

Safely Downloading Music 
Today, most people have downloaded music off the Internet. Not only is it 

convenient, but it is also fun and very inexpensive. In the past, if you liked a 

song you either had to wait until it came on the radio to record it or you had 

to go out and buy the entire album. Not only was this expensive, but it could 

also be a hassle if it was the only song off of the album that you wanted. 
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Downloading music, however, costs less than $1 per song in most cases. It 

also downloads quickly and you can burn it on a CD for your home or 

vehicle. However, downloading music off the Internet comes with Internet 

security risks as well. 

When a peer to peer (P2P) site is used, each person's computer acts as a 

host for a song or download. After installing software, a person can decide if 

they want to only download from other people or let other people also get 

into their computer and download from them. 

Obviously things like this can cause problems where Internet security is 

concerned. By letting other people into your computer to download music, 

other things on your computer are also at risk from being taken as well. This 

is especially true if a good hacker gets in control of your computer. Files 

might be stolen, or deleted, or a virus can get into your computer and infect 

it, causing you to lose everything. Not really worth it for a couple of free 

songs. 

There is another problem with downloading music in this way as well. Music 

is copyrighted. When you download it without the artist's consent, you are 

basically stealing. It is punishable by law. You have probably heard of 

pirated music or pirated movies before. 

A common argument is that artists are already rich and downloading a 

couple of songs shouldn't matter. However, it does matter. Artists, by the 

way, don't really make that much money from their CDs. For a $13 CD, 

some of the profit goes to the songwriter, some to the record company, 

some to the musicians that played on the album, some to the distributor, 

and some to the record store that sold it. Unless the artist was also the 

songwriter, they are getting a very low profit, usually only a dollar or so. 

If you are downloading music illegally, have a good anti-virus software 

program available, as well as a strong firewall. This will protect your 

computer, but not your rights if you get sued. 

Don’t let your kids use file sharing software for music, movies, or video 

games on your or their computers.  There are legions of thieves that use 
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this software to access your hard drive for all your banking and financial 

information.  These thieves then auction off your information to the highest 

bidder – usually an eastern bloc crime syndicate.  

Tiversa http://www.tiversa.com/solutions/individual/Personal-Protection/ 

monitors these online databases and auctions of personal financial and 

health information.  They generally offer businesses their services; but if 

you are truly concerned for your personal privacy, they do have consumer 

services.  These are not cheap but worth it if you know that your information 

as been stolen.

Protecting Yourself When You Shop Online 
The Internet can be a great place to go shopping. You can do it right from 

your home with little to effort. However, there are horror stories from people 

who have had their credit card and even entire identities stolen. So what 

can you do to protect yourself from this happening to you?

! Keep in mind that a lot of credit card companies have provisions for 

challenging fraudulent charges. If you see something that doesn't 

look right on your bill, give them a call. Also, print out a copy of 

every receipt for what you buy. 

! Shop only at sites that contain a physical address and a telephone 

number. If you feel leery about them, either trust your gut or give 

them a call or email. See how quickly they return your message. If 

you call them, don't just talk to a machine, talk to a person. 

Remember who you spoke to. Ordering from a trusted site might be 

better than one you have never heard of. For example, ordering 

straight from Old Navy is probably more secure than ordering from a 

random woman online who sells Old Navy products.

! Don't ever provide personal or unnecessary information like your 

social security number or checking account information in order to 

process credit card transactions. All they need to know is your billing 

address, telephone number, credit card number and type of credit 
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card, and the security number on the back. Never give out your 

social security number. It is not necessary. 

! Make sure sites have BBB, Verisign and Trustee badges on 

checkout pages.  These badges are not easy to get and even harder 

to keep and verify the security of the website in question and how 

they treat your credit card.

! Look for sellers who have secure servers. Some companies that are 

considered safe are Equifax, SecureSite, eBusiness, Thwate, and 

Verisign.  The encryption technology is always changing and while it 

already makes shopping pretty safe, it keeps adding additional 

features for the security and protection of shoppers like yourself. 

There should be a little emblem in the bottom right hand corner of 

protected sites to watch for. 

! When you are on a secure page, right click with your mouse on any 

blank space and you should get the options box. Scroll to the bottom 

of the box and click on “Properties.” A table that is the security 

certificate should appear. You can check this out to help put yourself 

at east. 

! If it gives you an option to store any information, just say no. If you 

return, you can enter it all again. 

My Best Trick for Purchasing Online, Safely
If you are ordering something online and you would rather not have your 

name on the order, you'll be shocked to know that most credit card 

processors actually only check 5 things on your credit card submission:

! Billing house number

! Billing zip code

! Credit card number

! Credit card expiration date

! Credit card security code
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That's it.  Notice what is not on there?  Your name, city, state, and street 

name.  So if you're ordering something online that will be delivered by 

email, you can really protect yourself by just entering the necessary things 

above.  If you need something delivered, you can alter the name. If you are 

very concerned about your privacy and can only use a credit card, then use 

just match the street number, zip code, and card information, but have it 

shipped to a box at a local UPS or FedEx store.  Generally they will deliver 

it to you as long as the address matches, not necessarily the name.  

Here’s an example:

Say your real billing and shipping address is:

Mark Conger

4538 Wall St.

Centerville, OH 43567

You could use this “billing” name and address to protect yourself when 
ordering things online that you don't want people to know about:

Daniel Morrison

4538 Main St,

Rigby, OH 43567 (you can actually choose any city and state, but if 
you get too crazy with it the store might think its fraud and either 
cancel the order or want a verbal confirmation that you are who you 
say you are)

And you could have it shipped to:

FedEx Office Store

143 Commerce Prkwy #308 (your box number)

Centerville, OH  43567

Of course this transaction is still going to appear on your credit card 

statement, so be aware of what and how merchants list themselves to credit 

card companies.

On that note, here are some ways to purchase online AND offline without 

the purchase being traced:
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! You may use gift cards.  Wander around your grocery store and 

you’ll see a huge rack of gift cards to various retailers.  These can 

be paid for in cash and you can use the shipping trick above to 

make a transaction that couldn’t be traced.

! Prepaid debit cards   are another way to make purchases privately. 

Nearly every bank will issue a prepaid debit card, and small local 

banks, especially ones you have a relationship with will require 

almost no information to get one unless you try to load it up with a 

few thousand dollars.  Other providers that respect privacy are 

GreenDot, and NetSpend.

! Virtual credit cards   are another alternative, but require some faith in 

the company that is issuing them.  They work like any other debit 

card in that you load them with cash (you would likely use PayPal to 

load it) and then spend freely.  Many of these companies are based 

in odd countries. Card444, Seven Capital and Sovereign Gold Card 

are all based in the tropics, so beware.  Companies like Entropay 

are based in the UK but require more identification.

! PayPal   is a favorite of many people who prefer privacy.  You can set 

your privacy settings so that the company does not see your 

address, but they will always see your name.  You can upgrade to a 

business account very easily and use the business to protect your 

name.  Remember though that PayPal has to abide by US banking 

laws and will record your transaction, and turn it over to the feds, if 

asked.

! If you really want to set up an anonymous PayPal account, follow 

these instructions (caution: not for the faint of heart!): 

http://www.blackhatworld.com/blackhat-seo/making-money/142412-

how-setup-anonymous-untraceable-PayPal-account.html

! Digital currency   is an up and coming means of paying for things. 

Bitcoin is probably the most famous one as of this writing, and it's 

garnering a lot of attention.  The problem of course is that it’s not 
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widely accepted yet.  Stay tuned on this technology as it could be a 

complete game changer both for your privacy and for the economy.

Eight Tips to Protect Yourself When Dating Online
A lot of people find great, healthy relationships through online dating 

communities. Most of the people who sign up for them are legitimately 

looking for love and relationships. However, there are always going to be 

people out there who will take advantage of others. 

So what can you do to protect your Internet security, and yourself, when 

using online dating websites?

1. If you do decide to meet someone in person, do it in a public 

place. Preferably, meet them in daylight hours and ask someone to 

go with you. If that doesn't work, then at least leave information with 

a trusted person which includes where you are going, how long you 

plan on staying, as well as anything identifiable about the person 

that you are meeting. 

2. Do not rely on a photograph. It might not even be the person that 

you are really talking to. Or, it could have been them 20 years 

before. People use different pictures or are dishonest about their 

appearance all the time. 

3. Save all of your conversations in a file on your computer. Better 

yet, print them out. Keep them somewhere that is fairly easy to 

access. 

4. Talking to someone online is not the same as talking to them in 

person. Don't rush the relationship and don't feel as though you 

have to meet them right away. 

5. Use a different e-mail account for your online dating than you do 

for your regular emails. 

6. Do not ever give out any personal information at the beginning. In 

addition, keep your last name and anything personal, such as your 

86



address and directions to your house private, until you have met the 

person and have gotten to know them a little bit better. If you must 

give them your number, give them a cell phone number instead of 

your house phone. 

7. Find a reputable online dating service. Don't just go to Google 

and search for singles chat rooms. An account that you have to pay 

for is generally more reputable than one that is free of charge. 

8. Don't post any racy or revealing photographs of yourself. This is 

sure to draw the wrong kind of person -- and not one that is looking 

for a relationship with anything serious in mind. In addition, try to 

choose a screen name that isn't too revealing. 

Safety When Using Public Computers
Many times, you might find yourself having to use a public computer. 

Perhaps the Internet is down at your home or you have moved and it hasn't 

been set up yet. Or, you might be traveling and need to use an Internet cafe 

or an Internet site in the airport. These are generally okay to use, but you 

must use caution when you are accessing sites that ask you to use your 

password. 

The following will give you some information safety measures when using 

public computers. 

First, when you are at home and you are accessing Expedia or Amazon or 

even your bank account, you might have your password already stored on 

your computer so that you can enter the site with a click of the mouse. And 

why not? It's a lot easier to do it that way. You don't have to remember your 

password and you're at home so you feel safe. 

However, while this is a not a good idea even in the first place, it's an even 

worse idea to do it while you're using a public computer. More often than 

not, when you enter a site on a public computer and it asks you for your 

password it will ask you if you want the site to remember it or not. Always 

answer no.
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Some public computers will actually reset everything once you have logged 

off. Your browsing history and any information you entered while you were 

using it will be erased. However, this isn't the case with every public 

computer. So, to protect your Internet security you are better off ensuring 

that nothing personal is left behind. 

Have you ever entered your pin number at the store or at an ATM machine 

and had someone standing right behind you? Were you afraid that they 

might read your number and use it themselves? You should use the same 

caution when using public computers. The person sitting down after you, or 

standing behind you, might easily find out your passwords and use them to 

their advantage. 

This is not to say that you should be paranoid. When you are finished, it 

helps to erase all of your browsing history, as well as any cookies that you 

might have used. Check under “Internet tools” at the top to see if any 

passwords were remembered. It is better to be safe than sorry at any rate. 

NEVER rent a computer from a furniture or technology rental company. 

These companies place spying software on their computers to monitor your 

activity and even turn on the webcam.  A family in Wyoming was shocked 

when the local Aaron’s Rent’s store sent them pictures of the family lying 

around the living room.  The company had turned on the webcam to monitor 

the status of the furniture that the family had rented!
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Step 5: Social Media

Using Social Media Sites
If you don't have a Facebook, LinkedIn, or Twitter account then you are 

among the few. Social utility sites are some of the most common websites 

on the Internet today. Children as young as ten years old can build their 

own websites and upload music, photographs, and videos on them. They 

can be a great way to keep in touch with family and friends, promote your 

business, or even meet new people. However, do they threaten your 

Internet security?

In some cases, they can. They can also threaten your personal security if 

you don't make wise decisions about how you use them. Social media (and 

viral media) are probably the largest problems for your privacy and security.

Like in “real life,” you should use caution in your “virtual life.” You wouldn't 

give someone on the street a photograph of your child, your phone number, 

or your address, right? Well, believe it or not, millions of people do that on 

the Internet every day. 

On Facebook, it gives you a place to enter your employment information, 

your address, your telephone number, and your work history. If you choose 

to make your profile public that means that anyone who looks at your profile 

can read all of that. 

Facebook also has applications that require you to pay for certain things. 

(Usually things like “gifts” that you can send to people on your friend's list.) 

However, if someone hacks into your account they can steal your credit 

card information. This is particularly easy if you store your password on 

your computer. 

In addition, sometime people hack into social utility sites, use a person's 

profile, and send out viruses to the people on their friend's list. When this 

happens, the victim's friends open the e-mail thinking that it is from 

someone that they know, only to be hit with a virus that could crash their 

entire system. 
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To avoid this, make sure that you change your password on a regular basis 

and that you keep diligent watch of your activity. If you decide not to use 

your account anymore, have it deleted. 

Always ask permission before you include a photograph of someone on 

your site. Many people do not want their picture posted for various reasons. 

Don't add someone if you do not know them. It is very easy to pretend to be 

something that you're not when it comes to the Internet. 

Do not link your various accounts together.  Amazon, Apple, Facebook, 

Twitter, LinkedIn and Google have all offered consumers ways of 

consolidating their identities within all their services and are working toward 

one single web login that works across the board.  Don’t do it.  Recently a 

tech blogger and privacy watchdog had his Amazon ID stolen.  By calling 

tech support and using information readily available from that account (like 

the last 4 digits of his credit card number) he was able to get the remaining 

information needed to hack his Apple, Facebook, and Twitter accounts, 

completely wipe out his data and picture files and post ridiculous things on 

this profiles.  The blogger lost every single picture he ever had of his 3 year 

old daughter.

The scary thing is that the hacker was pretty benign.  He didn’t order 

anything on his Amazon account, and he didn’t steal his financial info.  He 

did it as a warning to the blogger not to underestimate the enemy. 

Needless to say - point taken.

Lastly, make your profile private so that only the people on your friend's list 

can see it. This will stop unwanted people from lurking on your site. 

If You Use Social Media
While I do not recommend using social media, use it wisely. Create an alias 

that those trying to find you will likely not find, but that you could use to 

reach out and connect with those you love and trust. For example, if your 

name is Jennifer Wixson, you could create your username as “Jen 

Niferwixon.” When you reach out to your friends, they would know it is you, 
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but a scam artist that acquired your email address would not likely be able 

to find you in social network channels.

If you must use social media, especially Facebook in the traditional sense, 

the next section will teach you how to “tighten things up.”

Six Tips for Using Facebook 
You probably have a Facebook account. If you don't, then chances are that 

your child does. Facebook can be an excellent way to interact with your 

friends and co-workers, as well as keep your family updated on what is 

going on in your life. You can post family vacation pictures, send emails, 

and “chat” with people that live far away. Better yet, you can do all of this for 

free! However, there are some risks associated with Internet security when 

it comes to Facebook. 

Luckily, Facebook is aware of these Internet security risks. There are 

actually some things that you can do to help protect yourself. The following 

is a list of 6 tips that you can use to make sure that you are safe when using 

Facebook. 

1. Make your profile private. You can do this in a number of ways. 

You can make it so that only your friends can see your information 

and photos, or you can make it so that people can see your name 

and information but not your photos or wall unless you add them as 

a friend. Check this out under your “privacy settings” tab on your 

account. 

2. Block people that you don't want to see your information. There 

is a choice under their photograph that will allow you to block them. 

When you do this, you will not show up on a search that they do and 

they will not see anything having to do with your account. It will be 

as though you do not exist to this person. This is a good feature if 

someone specifically is bothering you. 

3. Report cyber stalking or harassment. If you choose to block 

someone, a window will pop up asking you the reason. One of the 

91



choices is cyber stalking. Choose this option if it is true. It won't stop 

if people don't report it.

4. Only add people that you know. This will help your Internet 

security tremendously. Having 300 or more friends just so that you 

can say you have a lot of them is not a good reason for continuing to 

add people. 

5. Don't purchase anything via Facebook. Many applications cost 

money. Ignore these and use the multitude of free things that the 

site offers. You don't want your financial information to be 

compromised just because you send someone a picture of a 

birthday cake. 

6. Monitor your kids Facebook page as well.  Make sure they know 

not to talk about sensitive information, large purchases, and 

vacations.  Turn their privacy settings up to maximum so that 

scammers can’t get to you through them.  

Here are the steps for making sure you have Facebook set up securely:

How to Lockdown Your Facebook Account For Maximum 
Privacy and Security

The first 8 options are located under Account Settings
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Use a dedicated email address for Facebook. Create a strong, secure 

password and change it on the Password line.  Click on ‘Security’ on the left 

menu
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Enable Secure Browsing

Enable Login Notifications 
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Require Login Approvals 

This will require you to enter a code sent to you via text message if 

Facebook doesn’t recognize the devices.  Also remove any unrecognized 

devices under “Recognized Devices” option.
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Click on Followers, uncheck the box to not allow followers.  You can also 

click on the ‘Want to know what followers see’ link to see what non-friends 

will see on your page.

Access your Privacy Settings, on the upper right menu.  Or click on 

padlock icon on the upper right of Facebook for a shortcut to your privacy 

settings.
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Under Timeline and Tagging, we recommend using the following options
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Click on ‘Apps’ icon on right menu.  Remove any unwanted or spammy 

apps, and check the box next to “Delete all your [appname] activity on 

Facebook.” 
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The option to "Enable" is on the bottom.

Enable public search: 
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AVG (maker of virus and malware prevention software) has a pretty cool 
free tool called PrivacyFix. http://www.privacyfix.com/start   This tool creates 
a dashboard where you can review all your privacy settings for major sites 
like Facebook, LinkedIn, Google, etc.  This is a good idea if you cannot 
delete your social media profiles for work or family reasons.  As you know, 
we show you how to do all these things in our book, but this brings it all into 
one interface.
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Step 6: Protecting your Business and Website

Protect Your Business
Although you often want to protect your children from harmful things on the 

web that can threaten their Internet security, you might also be concerned 

about your business. There are several types of software that can be 

purchased in order to help protect your business. 

So what can these various types of software programs offer in terms of 

protection?

! You can use a filtering program that in some cases can block 

dozens of categories at once. You can also customize your filtering 

in order to choose what types of content you want to be inaccessible 

to your employees.

! You can create an entire list of specific websites to block as well. 

That way, if you don't want your employees on Facebook while they 

are in the office, they will be blocked from entering the site. This is 

generally in addition to the filtering program that the software, or 

hardware, will offer.

! You can create a list of keywords that can't be used in search 

engines. This will also limit access to content and sites that are 

inappropriate for the workplace.

! Use the software to block Instant Messaging. This can be a problem 

in many offices where the employees want to chat with their friends, 

and sometimes even co-workers, when they are on the job.

! Create logs. Create and review logs of Internet activity to see that 

everyone has been up to. These can show you what websites were 

accessed and the amount of time spent on the websites. It can also 

keep track of what people were searching for in the search engines. 

! Prevent files from being downloaded, thus making it more difficult to 

get a virus, or download applications such as music downloading 
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programs. This can protect your Internet security from harmful bugs, 

spyware, adware, and viruses. 

So does some of this sound like an invasion of privacy? Perhaps. Just 

remember that your employees are on the job and that you should be able 

to protect work computers from viruses and other harmful programs that 

can access your computers. You might want to make your employees 

aware that these things programs exist, especially the logs, so that they will 

not be blindsided. It is also recommended that you have a good computer 

policy in your employee handbook for the employee to read when they are 

hired. Make sure that you update it when necessary.  

What Does Your Large Business Require?
Why is Internet security important for a large business? There are several 

reasons. 

One of the most important reasons is that a breach of Internet security can 

threaten the very livelihood of the company itself, including vital information 

such as financial formation. For that reason, one system should be able to 

keep track of recording and monitoring all Internet activity across the board 

when it comes to the business itself. 

There are a couple of different ways that you can go about doing this. To 

begin with, you can monitor your employees using restricted access and by 

not allowing access to certain websites. (A lot of companies block Facebook 

and MySpace, for example, much to the chagrin of the employees). 

It is important to do this because many large businesses are threatened by 

hackers who get onto the Internet and hack into the business's system and 

threaten secure information. They do this by either gathering the information 

to use for various reasons, or by sending out viruses that can harm the 

integrity of the system itself. By restricting access and monitoring your 

employees, you can help stave off some of these attacks. 

103



A good security protection system within each computer is also 

recommended. This can be in the form of a firewall or anti-virus program--

preferably both. By installing these, you can try to ward off some of the most 

common attacks. Programs that block adware and spyware are also 

suggested and should be included as part of a good anti-virus program. In 

addition, it should be noted that updating your web browser from time to 

time can be advantageous as well. (Windows Vista does it for you 

automatically.)

Some companies have started having Internet training sessions for their 

employees as well. In these sessions, employees are taught the dangers of 

opening attachments from people they don't know, changing their 

passwords frequently, and staying away from sites that are not secure. 

Ensure that the email system that your employees use has a virus system 

included as well. A good system will read and scan the attachments quickly 

to ensure that there are no viruses included. Some of them even do this 

right as the emails come in, making it go a little bit faster. 

Lastly, make sure that you always back up your important fields and 

documents and make certain that your employees know to do this as well. 

Invest in flash drives for everyone. 

How to Properly Back Up Your Website
Another big aspect of web security, is securing your own websites.  This is 

especially important to people who work online (like online marketers), but it 

is also important for the hobbyist.  Basically, anyone who has a website 

should take some basic precautions to ensure security.  This section will 

share some tips on how best to do that.

Before we even discuss how to secure your website we have to talk about 

backing it up.  

While this may not seem like a “security” step, it is probably the single most 

important step you can take to ensure your website is safe.  Your website 
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will always be somewhat susceptible to a “worst case scenario”.  Having a 

recent backup is the only way to 100% ensure you can restore your 

website. 

Whatever you work on, it is standard to create a back up file. This is 

beneficial in case something inevitable happens.  Even though creating a 

backup means additional work for you, you will be truly grateful if you ever 

have the need to use it. 

Backing Up Your Website

Check with Your Host: The first thing you should do is figure out how your 

host handles website backups.  Check and find out how often they do 

automatic backups.  You can find this info on their website, you can call 

them or you can use the live chat support many web hosts have. 

Some premium hosting packages may handle backups for you.  You can 

still backup yourself to be doubly sure though.

Copy Your Files: A simple step you can take is to back up all of your 

website files.  The easiest way to do this is to access your site via File 

Transfer Protocol (FTP) and then download the entire public_html folder of 

your website.  Filezilla makes a free and easy FTP program.

You can download it to your computer and save it there.  You can also 

upload it to some cloud storage (like Dropbox) for another layer of 

protection, and even store it on DVD or an external hard drive for a third 

layer of ultimate protection.  Cloud storage is where your files are stored on 

a remote server that you can access from anywhere.

Copy Database: If you use a database for anything you will want to 

download and save that as well.  The good news -- this file is usually pretty 

small and it is a quick download.  If you are wondering if you have a 
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database or not, remember any content management software (CMS) type 

of web platform (like WordPress) will use a database.

With most hosting packages (not all) you will have some kind of control 

panel to manage your sites.  The most commonly used is cPanel.  In cPanel 

there will be a backup application that will allow you to back up your website 

database with a click or two.

If you don’t have a control panel, contact your web host and ask them about 

backing up MySQL databases. 

Export:  This step is for people who use CMS/Blogging platforms for their 

websites.  Since WordPress (and similar) programs are so popular, it is 

worth mention.  This exporting step is also helpful for those people who host 

their site on a free host like WordPress.com or Blogger. 

When you are logged into the back office of one of these platforms, you can 

usually find an export function.  For WordPress this is under Tools.  Use the 

export function to create a copy of all of your posts, pages, categories and 

comments.  Save this file in whatever way you want.  In most cases you will 

get an .XML file.

The above steps will ensure that you have properly backed up your website, 

and you will be able to restore it if anything bad happens.  There are only 

two other things to consider: Where to Save & How Often.

As for where to save - we have mentioned it above.  You will want to save 

your site, database, etc... to your computer for sure.  You will also want to 

make sure you save it at least one more place.  The popular choice these 

days is some sort of cloud storage.  This will mean your website backup is 

secure, and it will be available no matter where you are.

When it comes to how often, that is really up to you and how often you 

update your website. If you have a fairly static website that doesn’t change 

often, then you probably don’t have to back up too often.  I would definitely 

backup after every major change to the site though.
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If you have a site that is updated regularly (like a blog, for example) then 

you should be updating regularly and often.  Just think about it like this: 

“How much would I lose if my website went down today?” If you are going to 

lose enough content to worry you, then it is time to back up.

The good news is there are many third party programs and applications out 

there that can help you with backups. In fact some of these backup 

solutions will allow you to set them up and they will run automatically. 

There is a world of choices out there but here are just a few:

! WP -> Dropbox Plugin:   This simple WordPress plugin will backup 

your WordPress installation to DropBox at a specified frequency. 

(http://wordpress.org/extend/plugins/wordpress-backup-to-dropbox/)

! BackupMachine:  Backup machine offers free backups, as well as 

a premium service that will back up your website and database daily. 

(http://www.backupmachine.com/) 

! DropMySite:  This is a very simple, bare bones program that will 

automatically backup your site, email and databases into cloud 

storage. (https://www.dropmysite.com/)
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Basic Guide to Keeping your Website Secure
This chapter will give you a brief introduction to website security.  For most 

people this will be enough info to keep your site secure from common 

attacks.  

Every online user wants to have a secured time in online while browsing the 

web. Whether you own a website or you are just a visitor, you should 

definitely demand safety.  As a business owner, you want to make your 

customers feel safe when visiting your site. 

Nothing can kill your online credibility quicker than someone coming to your 

site and getting infected with malware, or seeing your site is hacked.  If you 

want to take the basic steps that every webmaster should then follow the 

steps below:

! Backup - See previous section.

! Assess Third Party Vulnerabilities - If you are using any third 

party website platforms (WordPress, Joomla, etc...), plugins, themes 

or other software, then make sure you assess their vulnerabilities. 

Any of these programs can be a weakness through which hackers 

can attack.  To limit your vulnerabilities make sure you have the 

latest stable version of any software or scripts you use on your 

website. 

! Choose Good Login Names - We talked about passwords in an 

earlier chapter, but one thing people do online that is super 

frustrating, is ignore their login name.  The login name is another 

area where you can throw in some variety to stifle potential hackers. 

Whether it is a log in name for your FTP, your database or a 

WordPress installation makes sure you don’t just stick with the 

default, something like “admin” is a bad choice.  Don’t just hand a 

hacker your login name by using one of those defaults.  Make them 

figure out your password AND login name if they want to hack you.
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! Choose Good Passwords - The first chapter here explains all you 

need to know about passwords.  The same rules for protecting your 

home computer, apply here. 

! Encrypt Your Database - Make sure you use some sort of 

encryption for any passwords that are in a database.   If you use 

WordPress it encrypts passwords in your database automatically. 

The downside is, if you forget your password and look for it in the 

database you will only see an encrypted mess.  The good news is, 

so will anyone trying to find your password. 

! Turn Off Directory Listings - By default the directories on your site 

that don’t have an index.htm in them, like an image directory, will 

display a list of all files in that folder if someone stumbles across it. 

You might not want people seeing a list of your directory contents. 

To avoid this, simply throw a blank index.htm into the directory.

! Access Your Site From Secure Computer - We talked about 

securing your computer in the first section of this guide.  Make sure 

you access the back-end of your website from a computer that is 

properly secured.  You also want to make sure you only access your 

website on secure connections.  Don’t FTP into your website at the 

local Starbucks.

! Apache: Mod_Security - This is a step for the tech savvy.  First 

thing to consider is that some hosts won’t support this; so, check if 

yours does.  If they do, ask them about setting up the Apache 

mod_security.  This will block “bad” requests.  I mention it is for the 

tech savvy because there is some tweaking required to make sure 

you allow all the ”good” requests like updating your blog.  Your 

hosting support will help you with all of this.

Above are just some of the guidelines on how to secure your website, and it 

certainly isn’t an all-encompassing list.   These are just the bare minimums 

that anyone can usually do, no matter the level of tech knowledge or what 

type of hosting you have.
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You can never reach 100% security, but this list will help you avoid the most 

common and simplest of hacks. The most important step, of course, is to 

back up your website!  If the worst case scenario hits, you will be happy you 

did!
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Securing Your WordPress Site with Plugins
WordPress is one of the most popular website platforms available today. 

What once was only powering blogs, is now one of the most flexible website 

platforms. In fact, it is estimated that 22% of new websites are built with 

WordPress.  If you work online, you almost assuredly have used WordPress 

in some fashion.

One of the things about WordPress is that it is Open Source software, so 

anyone can get and view all of the code.  The bad news - hackers can 

scour the code for vulnerabilities.  The good news - hundreds of really smart 

people are scouring the same code to find and fix those vulnerabilities first. 

More good news is that people create plugins that help you secure your 

WordPress website more thoroughly.

This chapter will look at some of the plugins you can use, to give your 

WordPress website an extra layer of protection:

! WP Security Scan - This plugin will scan your system and find 

potential vulnerabilities. It will then suggest fixes.  It scans things like 

passwords, file permissions and database security. 

(http://wordpress.org/extend/plugins/wp-security-scan/)

! TAC – Theme Authenticity Checker - This plugin will monitor any 

installed themes you have for malicious code.  One thing that 

hackers and black-hat marketers do is offer free WordPress themes 

that include malicious code.  This plugin will avoid that. 

(http://builtbackwards.com/projects/tac/)

! Login Lockdown - This plugin will monitor the IP addresses of 

anyone trying to login to your site, if it records a certain amount of 

failed attempts in a certain time frame, it will lock that IP address 

down.  This helps avoid automated brute force attacks. 

(http://wordpress.org/extend/plugins/login-lockdown/)

! Hide Login - Hide Login will allow you to move your login page to 

an URL that is easier to remember and/or cryptic enough someone 

111



can’t guess it. This alone won’t secure your blog completely, but if 

someone does manage to hack your password, they may be 

stymied by not being able to find your login page. 

(http://wordpress.org/extend/plugins/hide-login/)

! BulletProof Security -  From the WordPress Plugin Description: 

The BulletProof Security WordPress Security plugin is designed to 

be a fast, simple and one click security plugin to add .htaccess 

website security protection for your WordPress website.  The 

BulletProof Security WordPress plugin is a one-click security 

solution that creates, copies, renames, moves or writes to the 

provided BulletProof Security .htaccess master files. BulletProof 

Security protects both your Root website folder and wp-admin folder 

with .htaccess website security protection, as well as providing 

additional website security protection. 

(http://wordpress.org/extend/plugins/bulletproof-security/)

! Akismet - The classic WordPress comment plugin.  It comes with 

WordPress installations for a reason - it works and it is important. 

Activating this simple plugin will dramatically reduce the crappy 

SPAM comments you receive.  It won’t reduce them, but it will 

handle them so you don’t have to.

! Antivirus - This plugin will monitor your WordPress site for 

malware, exploits and spam injection. It runs daily. 

(http://wordpress.org/extend/plugins/antivirus/)

! BackupCreator (PAID) - This premium (paid) plugin is the perfect 

backup solution for your WordPress blog.  It will allow you to easily 

backup and restore your entire WordPress installation. 

(http://www.backupcreator.com/)

These plugins won’t make your site impenetrable but it will make it much 

harder to successfully attack.  WordPress is a powerful website platform, 

but it can be vulnerable to attack. Use these plugins to eliminate those 

vulnerabilities.
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Step 7: Protecting Your Privacy Offline

In addition to protecting your privacy on the Internet, I want to add several 

additional tips to protecting your privacy (and security) off line (with some 

overlap online).

Locking Down Your Credit
I have put security freezes on all three of the credit-reporting bureaus: 

Equifax, Experian, and TransUnion. Now, no one can access my credit 

reports (or obtain credit in my name) without me entering my PIN #.  I have 

heard many stories of people losing their IDs or having them stolen and 

their credit was ruined.  

It only takes about 30 minutes to complete these, but now no one can 

access any of my credit info without me unlocking it for them first. So if my 

ID is stolen or someone tries to obtain credit posing as me, they will be 

blocked.

Below are links to the three credit agencies you'll have to contact if you 

want to secure your credit. You can do all three security freezes on-line and 

they are all free. 

! Equifax: 

https://www.freeze.equifax.com/Freeze/jsp/SFF_PersonalIDInfo.jsp

! Experian: https://www.experian.com/freeze/center.html

! Transunion: https://freeze.transunion.com/ 

Note: Some states don’t require that this service be free, so I have heard of 

some consumers being charged $5 for this service.  It's worth every penny.
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Smart Phone and Cell Phone Privacy

Protecting yourself while using a smart phone can be a little tricky.  Part of 

what makes them so smart is their capability to know where you are and 

what are doing.  That, by definition, means the phone is storing your 

movements and preferences.  But there are ways to lock up that information 

so that others can’t get to it.  And there are some ways to hack your phone 

so won’t be tracked.

! For simple antivirus and antispyware, you can’t beat Lookout, 

available in Android and Apple.  It’s free for most versions, and I 

have used this app to track the phone when I left it in an airport.  

There is a $3/month option you can get that will wipe your phone 

remotely, too, should it be ceased.  InTheClear will do this too and 

alert your friends if you are in trouble.

! Carbonite has a similar program to Lookout, but Carbonite will also 

back up your phone’s videos, photos, and text messages.  It's 

inexpensive but priceless if you have important family mementos on 

your phone.

! The best option for keeping your communications private is called 

Silent Circle.  The maker notes that ‘Governments are nervous’ 

about their offerings.  Basically it encrypts your messages but the 

recipient has to have it, too.  Plus its $120 per year.  It works great, 

but not cheap.

! Check out Whisper Systems free options for encrypting 

communications here: https://whispersystems.org/.  They make a 

product called Redphone which will encrypt your calls.  Both users 

have to be using it, but it works.  They also have products that will 

encrypt text messages and communications on an iPad.  Most of 

their offerings are free at the time of this writing but I would not be 

surprised if they start charging for premium services very soon.

! Orbot for Android lets you browse the Internet anonymously on your 

phone, much like TOR browser does on your computer.  
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DuckDuckgo, which we’ve spoken about before for secure searching 

on your desktop, has an app as well.

! To disable tracking on your phone, so that others can’t find you, 

you’ll need to dig in a little deeper.  For Android, go to Settings > 

Location and Security, and uncheck "Use Wireless Networks". This 

will make applications like Maps a bit slower to grab your current 

location, and it won't be quite as accurate, but Google won't be 

collecting any location data, nor will it be stored on your phone 

thereafter.  Remember if you lose your phone you won’t be able to 

track it.

! To disable tracking on an iPhone it's much trickier but it can be 

done.  You’ll need to ‘jailbreak’ your device and (see how here) and 

install the Untrackered app.  It will clear your location cache and 

disable any future tracking.  It’s very simple, just install and forget it.

! A Georgia Tech hacker figured out how to trick a smart phone into 

recording your key strokes on your computer using the motion 

sensor.  So if you are doing sensitive communications on your 

computer, don’t keep your smart phone nearby.  On that note, don’t 

have your smartphone nearby conversations you don’t want heard 

either, as authorities can turn on and even record conversations 

(and even turn on the camera!) remotely.

! Be careful of ‘free’ charging stations in busy locations as hackers 

have figured out ways to steal your data through your power cord. 

Avoid these stations in general.

Sending and Receiving Mail Securely 
Its ironic, but in this day and age of NSA spying and government tracking, if 

you can secure your mail you will actually have less chance of having your 

communications seen by people that have no business seeing it.  Here are 

a few tips to lock down your mail:
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! The most secure way to securely send and receive mail is a PO Box 

at a private store (often UPS and copy stores have private mail 

boxes) that is opened by a proxy.  A proxy is just a person that you 

trust that understands your need for privacy.  This way, you can get 

all your mail and your name will never be associated with the 

mailbox.

! Ghost addresses or proxies are another way to receive mail and 

packages.  This is basically setting up a physical location or trusting 

a friend to handle your mail.  The property or rental can often be set 

up in the name of a corporation or LLC and never have your name 

associated with it.

! Be sure to put a ‘hold’ on your mail if you’re going to be gone for 

more than 3-4 days.  Thieves and spies see mail stacking up as a 

sure sign that you are away and can target your mail and your home 

for theft.

! Don’t fill out change of address forms at the post office when you 

move.  Contact your bill providers and friends directly (they always 

include change of address information on every bill!).  When you fill 

out a change of address, it goes into a national database that is 

monitored by the government and marketers.  

! To secure your own mailbox, get a locking mailbox that allows the 

mail carrier to drop your mail through a secure slot.  These can be 

found at Home Depot for as little as $50 and can prevent identity 

theft as well as unwanted snooping.

! Never leave sensitive outgoing mail in your own mailbox. Always 

drop it off at the post office, NOT a mailbox and not an outgoing mail 

slot at an office or private business.

Get Your FBI and NSA Files
! You can get your FBI file just by writing a few letters.  The excellent 

site http://www.getmyfbifile.com/ will walk you through the entire 

process of getting your own Federal Bureau of Investigation (FBI), 

Central Intelligence Agency (CIA), National Security Agency (NSA), 
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and Defense Intelligence Agency (DIA) files for FREE.  Follow along 

with the instructions, enter your information into a form (as much as 

you are comfortable with) and then it automatically prints your letters 

to send off to the agencies.  

Protect Yourself from the IRS
First off you should send a letter to the IRS requesting all of the information 

they have on you.  Similar to asking for your FBI and NSA files you simply 

need to file a Freedom of Information Act request.  This will tell you if you 

have been flagged by the IRS as a non-filer, or if anyone else is receiving 

your refund checks or filing false returns as part of an identity theft.  They 

will also list any addresses associated with your name which will show 

identity theft as well.  Plus you’ll know if the IRS has correct income and 

deduction information on you, which is often found to be inaccurate and can 

cause an audit.

Also, if you have a lot of deductions (maybe you have a large family, a 

business, or real estate investments) use Form 8275 to explain the 

deductions.  Most audits are flagged because of ‘excessive’ or deductions 

that don’t match your income and tax bracket.  Explaining these deductions 

on a form can prevent most audits by simply explaining why you are taking 

these deductions.  Since most audits are indeed just fact finding missions 

done by mail, you can avoid all of this and avoid unwanted attention by the 

tax man by simply explaining yourself in your own words.

Other Critical Privacy Protection Steps
! Check for people using your social security number and statements 

at 800-772-1213 www.ssa.gov/mystatement.  Looks for any strange 

earnings or addresses in there and let the Social Security 

Administration know if you need to dispute anything on the same 

website.
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! Owning a paper shredder is a must. Experian (the credit reporting 

agency) went dumpster diving in 100 homes, found 70% of the 

homes had information in the trash with full name and addresses. 

40% had full credit card numbers, 20% had bank account numbers, 

only 14% had nothing useful.  One had a blank, signed check. 

DUMPSTER DIVING IS NOT ILLEGAL.

! See if your state allows you to freeze your credit for free and how to 

do it here: 

http://www.worldprivacyforum.org/creditfreeze.html#statesecurityfree

zelist

! Do not join Who’s Who Lists!  Glenn Hastings, who admitted to 

using identity theft to steal over $100 million in his book ‘Identity 

Theft Inc.’, found 90% of his victims in a Who’s Who book.  Think 

about it.  It’s a list of successful and relatively wealthy people.  The 

lists are available online and almost any library.  Plus, your entire 

biography appears there, including mother’s maiden name and often 

sensitive business information.

! Keep information on family tree, heritage, and genealogy websites 

private.  Often times family members can unknowingly publish your 

mother’s maiden name and family information without realizing the 

implications.  Make sure everyone knows you do not want your 

information public.

! Check your Medical records for fraud with the Medical information 

Bureau, 866-692-6901.  Note strange addresses and records and 

dispute them accordingly.  Also check out your state’s medical 

privacy rules and get your records here: 

http://hpi.georgetown.edu/privacy/

! Opt-out of national email, telephone and mailing marketing lists 

here: https://www.ims-dm.com/cgi/optoutemps.php, and 

http://www.dmaconsumers.org/privacy.html.  You’ll have to register 

at the second link and decide what kinds of mail if any you want to 
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receive from marketers.  Also opt out of credit card companies using 

your information for marketing purposes at 888-5-OPT-OUT (888-

567-8688).

! Identity thieves pose as companies and place employment listings. 

Applicants fill in their entire life history, everything you need to get 

credit cards, even buy a house.  Verify that the employer is real. 

The same goes for rental property. Scammers pose as landlords 

and collect sensitive information on applications.

! Getting rid of computer?  Make sure you use Secure Erase 

http://cmrr.ucsd.edu/people/Hughes/SecureErase.shtml.  Developed 

by a University of California researcher that was worried about 

stolen data, this free program deletes your information the only way 

you really can: by overwriting it.  Deleting your hard drive the 

traditional way really just removes it from the file structure, but the 

data remains there unless it is overwritten.  This program does 

exactly that.  Of course, only use this if you are absolutely positive 

that you don’t need that data!  Here is more information on how to 

use this utility: http://www.zdnet.com/blog/storage/how-to-really-

erase-a-hard-drive/129

Also, if you are not donating your computer or passing it along to 

someone else, you could shred your hard drive itself.

! Find sex offenders in your neighborhood on the free site: 

http://www.familywatchdog.us/.  Warning! You may horrified by what 

you see on the map. Be sure to zoom in to see your immediate 

surrounding area.  

! If you need a simple phone that won’t store your personal 

information and is easy to use go to http://www.johnsphones.com/.

! For landline phone encryption and securing your phone 

conversations see GSMK Cryptophones: 

http://www.cryptophone.de/
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! Join the National Do Not Call List at https://www.donotcall.gov/ or 

call 888-382-1222.

! Don’t use ‘contactless’ credit cards.  You may have seen these card 

reading stations in gas stations where you can simply wave your 

card and the reader receives your card info.  American Express 

ExpressPay and MasterPass are common programs.  Well, that 

transaction occurs through a small radio frequency device in the 

card and thieves have figured out how to steal your card info, often 

using a simple smartphone app, by simply being near your card.  So 

a thief could steal your info and never actually touch you or the card.

! There are devices that can tell you if someone is listening to your 

phone calls.  A small device lke the MCD-22H will tell you if there 

are bugs, secret cameras, taps, or even GPS trackers in your home 

or car.  It retails for $195 at  http://www.counter-

surveillance.com/mcd22H.htm

Step 8: Going All the Way, Going Invisible Online – 
Erasing Your Tracks

The first six steps of this kit explain the crucial steps for continuing your 

normal online habits, but in a very safe manner. I couldn’t help myself and 

had to give you chapter 7 to explain steps you can take yourself to protect 

your privacy off-line. These final steps are for those who want to be 

completely anonymous to the government, ex-spouses, and other 

“unfriendlies,” but still use a computer. There are two essential components 

to becoming invisible:

1. Erasing your tracks from the past (this chapter)

2. Leave no more tracks moving forward (the next chapter)

With this said, the 100% guaranteed way to be anonymous online is to, 

well, not be online. There is no chance of error that way, and in this day and 

age that’s extremely difficult. Here are the steps you can take to “go 

invisible.”
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Erasing Your Tracks
You’ve likely been using the web, sending and receiving emails, Facebook, 

and purchasing items online (like this kit!), and perhaps you have a LinkedIn 

account, follow your favorite celebrities or sports stars on Twitter, and in an 

online football pool or a church chat group.

Cleaning Up Your Computer
When you browse the web, information is continuously collected by the 

websites you visit and by your own computer. For example, websites (at a 

minimum) collect information about the web browser you use, the operating 

system of your computer and the geography you reside from. However, 

what surprises most users is the amount of information that is collected on 

your computer from your surfing habits and daily use.

Your web browser stores a lot of different types of information which is 

designed to improve your Internet surfing experience but nevertheless 

poses a privacy risk. The sites or URLs which you visit are stored in the 

browser’s “history.” Search results are saved when you enter a search term 

into a search engine like Google. Web content and images are stored in the 

“temp” folder. Files that you download are stored in the download manager.

Websites also place “Cookies” onto your hard drive. A cookie is a small text 

file and is used by websites to offer advanced features. Some of the 

information that cookies store include shopping basket items or log-in 

information for a membership site. Cookies can also store information about 

when you visited the site, including date and time.

Tucows, http://tucows.com/, has several cookie management applications 

like Cookie Cruncher, Cookie Monster, and Cookie Jar.  Check out 

http://www.tucows.com/preview/320753 for the Cookie Monster application, 

which is a good place to start.

Given all this information being collected above, you can easily see why this 

could become a privacy risk. It would not take someone who knew what 

they were doing too long to figure out what websites you visit, what you 
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have bought online and what search terms you are looking for. This is 

unfortunately not the end of it.

If you are a user of instant messenger or chat programs like AIM, MSN 

Instant Messenger or even Skype then it is important to be aware that the 

program saves your chat history. Most programs allow you turn this feature 

off.

There are number of other places besides your web browser where 

information is stored on your computer. This data can allow people to figure 

out what you have been doing on your computer. Media players like 

RealPlayer and Microsoft Media Play store audio and video playing history. 

Microsoft Office like Excel and PowerPoint applications store information 

about the most recently accessed files.

Another important thing to remember is that when you delete a file, it is not 

necessarily permanently erased and can be recovered with the right 

software. When you first hit delete the file is moved to the Recycle Bin. 

Even when you empty the Recycle Bin the file still exists on your hard drive 

until Windows overwrites it.

Here are two things you can do to help reduce the privacy risks from your 

computer.

- Use the free software tool “CCleaner” (http://www.piriform.com/ccleaner) 

that we mentioned earlier in the kit to clear information collected by your 

web browser and Windows’ Temp Folder. This software automates the 

manual process of using your browser options menu to clean out cookies, 

URL history etc. Try to run this tool once a week or more frequently if you 

are a heavy Internet user.

- If you work with sensitive data files on your computer then you may want 

to consider investing in secure file “shredder” software. This type of 

software actually overwrites or “bleaches” the file you want to delete which 

means that it cannot be restored.
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“Disappearing” Your Accounts
Any interactions on the Internet with your name and connections to friends 

and acquaintances can reveal a lot of information about you. Someone 

wishes you ‘Happy Birthday’ on Facebook for the world to see and the ‘bad 

guys’ all of sudden know your date of birth. That could be used over the 

phone with someone pretending to be you with your bank. It could give a 

thief an indication that you may be out to dinner that evening and no one 

may be home making your house more susceptible to be robbed. Giving a 

book review with your real name on Amazon.com could reveal something 

useful to an ex-coworker about what you’re up to. The list goes on. So, 

while it may be difficult to give all of your favorite accounts up, if you want to 

be anonymous, you’ll need to delete your accounts.

There are so many social media sites and different accounts that people 

use, we cannot give instructions on how to eliminate and hide all of them. 

We will tackle the most popular ones in the sections below, namely 

Facebook, Twitter, and LinkedIn.

How to Erase Your Facebook Account from the Web
There are two paths you can take in deleting your account: deactivating it 

and permanently deleting it.

Deactivating you account: This makes all of your information inaccessible to 

all other Facebook users. However, your information is preserved by 

Facebook so that you can reactivate the account. (You do have to wait 24 

hours to reactivate your account after you deactivate it, however.)

To deactivate your account, click the little arrow next to the “Home” button at 

the top of the screen and choose “Account Settings”: 
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Then, select the “Security” tab on the left, and click “Deactivate your 

account.” After this, you will need to answer a few questions like why you 

are leaving Facebook, confirming your password, etc. 
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If, on the other hand, you’ve decided you don’t need a “trial period” without 

Facebook, you can permanently delete your account. To do so, go to this 

page: https://www.facebook.com/help/delete_account. It will force you to 

login, maybe type your password again and go through some secure steps 

(Using a “Captcha” text where you type in the letters you see.). You’ll have 

to confirm that you want your account deleted…and then, it’s finally over.

All of your posts, connections, everything on Facebook will be gone from 

public (or your friends') view. If you log back in within the next 14 days, you 

can reactivate your account and restore everything. However, once you’ve 

waited through this two week “cooling off” period, everything will be 

permanently deleted.

Removing Your Twitter Account
Removing your Twitter account is very similar to removing your Facebook 

account. With Twitter, once you “deactivate” your account, some information 

will be immediately removed, some information may remain in Twitter for a 

few days and then disappear. Once 30 days have passed since you 

deactivated your Twitter account, your account will be permanently deleted. 

Note that Google and other search engines may still retain some of your 

tweets, links, etc. This will just take time to fade into oblivion. 

To deactivate your Twitter account:

! First, we suggest you change your username and email address – 

just in case you later want to join Twitter again. To do this:

o Log in to Twitter, and go to the Settings page (from the drop-

down menus under the gear icon.)
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o Choose a new username in the username field.

o Change your email address to a new one in the email 

address field. 

o Check your new email address, and click the confirm link. 

You now have a back-up plan.

! Now, the rest is pretty simple. Sign into your twitter account. Go to 

account settings and click “Deactivate my account” at the bottom of 

the page. Read the details then confirm you want to delete it, enter 

your password, and you should be all set.
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! If you log in over the next 30 days your account will be reactivated 

(with the new username/email address if you changed them.)
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Removing Your LinkedIn Account
To remove your LinkedIn account, log in, click the little triangle next to your 

name in the upper right, and select “Settings.”

From there, select the “Account” tab. Then, choose “Close Your Account.”
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Answer why you are leaving LinkedIn, confirm that it’s really you closing 

your account and you’re account is gone! Remember, like with these other 

accounts, some of your information may be cached with the search 

engines. After a few months, this information should disappear.

Other Accounts to Delete
As mentioned earlier, there are too many other possible accounts you may 

be using for us to explain how to delete your account. Go to each of your 

account websites, login and search for “removing my account” (or “deleting” 

or “deactivating”) and follow their instructions. Other accounts that you 

should delete, and may not have though of, include:

! YouTube
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! PayPal

! Ebay

! Amazon

! MySpace

! Wikipedia (if you have contributed to any information)

! Flikr/Yahoo!, Shutterfly, or any other photo sharing sites/platforms

! Windows Live

! AOL

! StumbleUpon, Reddit, and other webpage-rating sites

! Wordpress.com

Chat Groups, etc.
Interacting in a chat group is one of the easiest ways to interact on the 

Internet anonymously. If you ensure that your username and any 

information about you is not filled out (or accurate) in your profile. It may be 

obvious, but if you choose a username such as “BigTexan,” no one will 

know that is you – unless that’s your nickname and you’re interacting on 

your church bulletin board. But, if you use a username that no one ties to 

you, but in your profile you fill out your home address, email address, and/or 

phone number – any one on the Web, or anyone in the group if you have to 

be approved will know that it’s you. 

To remove your previous chats or posts that maybe tied to your real name 

(or any other identifying information), you’ll have to go to the chat/post 

website and investigate if you can delete any of your comments or change 

your username. 
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Double-Checking the Basics about Yourself on the Web
Go to Google, Yahoo, and Bing. Type your name and any iteration of your 

name that you use (Charles, Charlie, Chuck, Chaz, etc.) and see what 

pops-up. You may see chat posts, Facebook entries, and other things like 

that. As you remove your accounts, these will slowly fade away. If there are 

other websites, you may have to go to that site, look for the person that 

manages the site (often called a “webmaster”) and ask them to remove your 

name from their site. Note that many people you pull up will be others with 

the same name…and that’s a good thing. That throws people searching for 

you off.

In addition to many of the websites that may have your name on them, 

there are also directories like online white pages that store your information 

publicly. We’ll cover how to remove your name from these lists in Step 10.

Trick to Remove Your Name from Google Searches
When is the last time you Googled your own name?  Are you surprised by 

how much information there really is out there about you?  Use 

Reputation.com to manipulate Google results for your name.  Most people 

use this service to make sure they have positive search results for their 

name.  However, you can use their methods to actually suppress the 

Google results for your name, or make others with the same name rank 

higher than you.  This would be a good way to ‘disappear’ from the Google 

results, since almost anyone looking for you would start by Googling your 

name.    

BrandYourself.com can also make your Google results better by getting rid 

of embarrassing Facebook photos and unflattering reviews that turn up in 

search results.  It will also show you how to put your best foot forward 

online if you do want to be found in Google searches.

Clear your Google search history with this link:

http://support.google.com/websearch/bin/answer.py?

hl=en&answer=465#search
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This service will monitor your actual credit card number. 

https://www.trustedid.com/idsafe/identity-protection/

They will actually scan the black market databases and trading websites 

where thieves and scam artists trade and buy credit card numbers.  The 

service is very reputable and is used by the large companies and 

governments to monitor credit card numbers when there are large data 

security databases.  Your card company will provide this for free if their 

database was ever stolen, but this is an extra measure of security that 

many people should take advantage of.  
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Step 9: Going Invisible Online - Leaving No Trace 
Behind

If you’re committed to becoming invisible, you will have to change your 

lifestyle and not interact with others the way you may be use to doing by 

being anonymous in your interactions. You can also use several tools to 

“disappear.”

Getting Set-up for “Invisibility” Online
So that you can have some limited use and interaction on the Internet, 

create “another you,” an alias. Come up with a new name for yourself that 

has no ties to your past or that of your close friends, family members – 

nothing that someone could figure out is you. Even better come up with 

something silly such as “Dragonmaster” or “StrongMormon,” especially if 

you’re not Mormon! You could use this username to ask questions on chat 

groups and to have other anonymous interactions (from a safe Internet 

connection). 

Rules of Online Invisibility
! Never give out your social security number (which you should 

adhere to in nearly all situations also), your real name, any of your 

real contact information – address, phone number, email addresses 

(if you still have them). 

! You gave up social media, interacting online, keep it that way.

! Do not use or post real photos of yourself anywhere.

Use Anonymous Email Browsers
As we discussed in Step 1, you should be using secure email browsers. 

The best for being completely hidden is called Tor Browser. This browser 

allows you to be anonymous by bouncing your browsing off a series of 
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Internet relays so that others will not be able to track your movements. 

This process slows down browsing but is effective.

You can download it and install it from: 

https://www.torproject.org/projects/torbrowser.html.en. 

 

Hide Your IP Address 
An IP address is short for Internet Protocol address. This is the “address” 

the Internet uses to send you information. So, when you go to any website, 

you are asking “the Internet” to send you that webpage information to your 

IP address so that your computer can interpret it and display it on your 

monitor. IP addresses are the backbone of how the Internet works, just as 

house addresses are the backbone of how the postal service works. 

The downside of this, of course, is that some information could be tracked 

to your IP address. To eliminate this problem, you can use what’s called an 

Internet proxy. An Internet proxy basically uses other IP addresses to hide 

yours. There are services like HideMyIP.com that will allow you to browse 

completely anonymously and protect your online interactions from prying 

eyes.  Another program that this company has is http://www.hide-my-

ip.com/hidemymacaddress.shtml, which will hide your MAC address.  This 

is not MAC as in Macintosh, but is another way, similar to IP addresses, that 

government and criminal spies can tap into your online activity.  This will 

fool these entities into thinking that you are really another user on the web 

and Wi-Fi networks.  Anonymizer, http://www.anonymizer.com/, performs a 

similar service.  

Email Accounts
By its very nature email cannot be anonymous – at least with most of the 

end recipients of your email. (If you are sending an email to Sally, and you 

want her to know it’s from you, you can’t be anonymous.) So, while email is 

inherently not completely anonymous, if you choose to continue using 

email, make sure that it is:
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! Encrypted email: When an email is encrypted it becomes jumbled 

so that only users with the proper “key” can read the email. To make 

this work, you would have two keys: a public key and a private key. 

When you have encrypted email set up, you send your public key 

out to all people who you want to send you encrypted emails. When 

they send you an email, they encrypt it with the public key. Then, 

there is only one way to open and read that email – with your private 

key. Of course, you never tell anyone your private key and your 

email becomes very secure.

The reverse works as well. If you want to send unreadable emails to 

someone, they can set up an encrypted email system and give you 

their public key…and they would open the emails you send to them 

with their private key…and no one else would be able to open or see 

that email.

! Secure email: Without going too deep into the technical details, 

some websites and Internet “exchanges” of information can take 

place on a secure site. You may have noticed that most bank 

websites begin with HTTPS:// instead of HTTP://? That extra “S” 

indicates that the website is secure using either the Secure Sockets 

Layer (SSL), or the more recent version, Transport Layer Security 

(TLS). If at all possible, it’s good to exchange email over this secure 

protocol.

! Anonymous email: While not necessary and sometimes counter-

productive to what the purpose of most email is for, anonymous 

emails allow you to send an email to someone without them knowing 

who it is from. You can use the following services to send 

anonymous emails:

o https://www.anonymousspeech.com/Default.aspx  

o https://www.silentsender.com/  
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Options for Secure and Encrypted Email
! If you use a service for email that comes from your Internet Service 

Provider, check with them to make sure that at the least it is “secure” 

email. Also see if it is encrypted.

! If you use many of the free email services like Gmail, Yahoo mail, 

AOL or Hotmail, go into settings and choose “Always use https” 

option (or something similar).

! CryptoHeaven offers a secure, encrypted email service for roughly 

$8/month: http://www.cryptoheaven.com/secure-email-hosting.htm?

gclid=COuY6I7n6LICFUZgMgod62gAnA

Build a Custom Untraceable Computer Tool
The simplest way to go completely anonymous is with a custom build of the 

Linux operating system, called Tails, installed on a USB or CD. With Tails 

you get a custom operating system with built-in anonymous browsing, 

encryption for email and chat, file encryption, and a ton of software. You can 

load Tails up on your own computer, or a public one. With Tails, you not only 

browse without leaving a trace, you also secure everything you do. 

Of course, if you use this at home, it’s possible that some of your Internet 

usage could be traced to your Internet service provider, and potentially you. 

If you used it on your laptop, using it from a public wi-fi location like 

Starbucks or McDonalds, this would be one level safer. If you used it on a 

public computer, like at a library, it would be the most secure, anonymous 

way to go. For more information on how to do this, go to the following 

website:

http://lifehacker.com/5916551/browse-like-bond-use-any-computer-without-

leaving-a-trace-with-tails  
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Step 10: Gaining Control of Your Personal 
Information

Who Has My Personal Information? What Do They Have?
Every day, our personal information is bought, sold and traded around the 

world by “information brokers.”

Most often, our public and private personal information is sold to companies 

that want to use it to sell us a product.

Unfortunately, there are also those who may want to obtain our personal 

information in order to steal our identities, burglarize our homes, or even do 

us physical harm.

The first step to combating this problem is to know what personal 

information about us has been collected by information brokers. The best 

way to determine what someone else might be able to learn about you is to 

go to one of the major information brokers and request your own 

information. For example, LexisNexis – one of the largest information 

brokers in the world – will supply copies of some of the “public record, non-

public and publicly available information” they have collected about you. 

Note the use of the word “some.” By law, LexisNexis – and other 

“information brokers” regulated by the FCRA (Fair Credit reporting Act) – 

are only obligated to provide you with information they have about you that 

falls within the FCRA. Information brokers usually have significant amounts 

of information that they’ve collected or purchased about you that is not 

covered by the FCRA. While firms like LexisNexis may provide you with 

those other types of information, many other less reputable information 

brokers will not.

Still, if you use the request procedures from LexisNexis, you will learn what 

information most any broker – reputable or not – has about you in their 

databases.

To obtain your own information from LexisNexis go to this 

webpage: http://www.lexisnexis.com/privacy/for-consumers/request-

personal-information.aspx
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Opting Out from Information Databases
Once you have learned what personal information an information broker 

has about you in their databases, you may want to “opt-out” from that 

information broker selling your personal information to others. Currently, 

there is no law that forces information brokers to allow you to opt-out from 

the sale of any or all of your personal information. However, reputable 

information brokers will provide a method for you to block the sale of some 

of your information under certain circumstances. For example, here is the 

webpage at LexisNexis describing how to opt-out from certain types of your 

personal information being sold as part of LexisNexis products.

http://www.lexisnexis.com/privacy/for-consumers/opt-out-of-lexisnexis.aspx

A close, careful reading of the criteria for opting-out should provide you a 

means to request an opt-out due to identity theft. As discussed in our 

introductory section most every American has been a victim of identity theft 

and can honestly obtain a letter from their credit card company and/or a 

police report to provide along with a self-executed identity theft affidavit.

Also, there is a service called DeleteMe that will do a lot of this for you, for 
about $120.  This service will delete social profiles, database information 
and even photos of you online for a fee. 
https://www.abine.com/deleteme/landing.php.	  	  

Here is a table of other information databases and “white pages” along with 

how you can remove yourself from their list:

 

Database, List, or "White Pages" Opt Out Steps

http://lexisnexis.com https://www.lexisnexis.com/opt-out-public-facing-
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products/Default.aspx

http://web2.westlaw.com http://west.thomson.com/pdf/privacy/opt_out_form.pdf

http://intelius.com https://www.intelius.com/optout.php

http://instantcheckmate.com https://www.instantcheckmate.com/optout

http://docusearch.com http://www.docusearch.com/contact.html

http://idwatchdog.com http://www.idwatchdog.com/?mod=privacy

http://www.bestpeoplesearch.com/ http://www.bestpeoplesearch.com/m-privacy,message.aspx

http://www.zabasearch.com/privacy.php http://www.zabasearch.com/privacy.php

http://www.publicrecordcenter.com/ http://www.publicrecordcenter.com/optout.htm

http://www.ussearch.com http://www.ussearch.com/consumer/ala/landing.do?did=590

http://birthdatabase.com/ Email to: remove@birthdatabase.com

http://www.spokeo.com/

http://www.acxiom.com/

hQp://www.spokeo.com/optout

https://isapps.acxiom.com/optout/optout.aspx

http://www.corelogic.com/ Email to: custserv.res.ca@corelogic.com

http://www.datalogix.com/ https://www.datalogix.com/privacy/

http://www.ebureau.com/ http://www.ebureau.com/privacy-center/opt-out

http://www.idanalytics.com/
http://www.idanalytics.com/company/privacy-

policy/#optingout

http://www.peekyou.com/

http://anywho.com/index.html

www.infospace.com

http://info.lycos.com

www.whitepages.com

www.superpages.com

www.fonecart.com

www.daplus.us

http://www.peekyou.com/about/contact/optout/

http://www.rhd.com/legal/privacy_policy.html

http://anywho.com/help/privacy_list.html

http://www.infospace.com/home/about/corporate/privacy.htm

http://ldbauth.lycos.com/cgi-bin/mayaRegister?

m_PR=19&m_RC=3

http://www.whitepages.com/10001/cust_serv/removal_form

http://www.superpages.com/about/privacy.html
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http://fonecart.com/Remove.aspx

http://www.daplus.us/Remove.aspx

https://www.rapleaf.com/ http://www.rapleaf.com/opt-out/

https://www.recordedfuture.com/ Email to: privacy@recordedfuture.com

Opting Out of Marketing Databases
While less important for your security and privacy than informational 

databases, marketing databases can track your searching and browsing 

habits. For some data, the line is blurred on whether it is an “information” 

database or a “marketing” database. Therefore, I want to include additional 

databases for you to remove yourself from.

Take 60 seconds to remove yourself from behavioral advertising networks 

with this easy tool.  Behavioral advertising tracks your personal information 

(like your age, address, and political preference) as well what sites you visit. 

This easy tool will evaluate what behavioral networks are tracking your 

information on your browser and then opt-out of every network with a 

couple of clicks.  http://www.networkadvertising.org/choices/   

Remove yourself from Whitepages.com with these simple steps:

1. Go to whitepages.com and search for your listing

2. Find your name and address

3. Click on the button that says ‘Claim & Edit’
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4. You will probably have to create an account, DO NOT connect your 

white pages account to your Facebook account when it gives you 

this option.

5. After you create an account and log in you can hide and edit your 

account information as you wish.

6. Click ‘Hide Information’ 

 INCLUDEPICTURE  "http://www.whitepagescustomers.com/wp-

content/uploads/2012/07/removeallinfo.gif" \* MERGEFORMATINET 
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7. Check the ‘Hide all information’ box and click Update.

8. Give it 24 hours, then search for your information again to make 

sure it has been removed.

9. For more information, go to: 

http://www.whitepagescustomers.com/get-help-with-a-personal-

listing/#removelisting
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