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Disclaimer 
 
The material herein is accurate to the best of the author’s knowledge. However, the author’s 
opinions may change. The reader is encouraged to verify the status of those opinions.  

This publication is designed to provide accurate and authoritative information in regard to the 
subject matter covered. It is sold with the understanding that the publisher is not engaged in 
rendering legal, accounting, or other professional service. If legal advice or other expert 
assistance is required, the services of a competent professional person should be sought. 

In no event shall Freedom Writers Publishing, Rama Marketing LLC, and/or its agents and 
affiliates be liable to any party for direct, indirect, special, incidental, or consequential damages of 
any kind whatsoever arising out of the use of the information contained herein. Freedom Writers 
Publishing, Rama Marketing LLC and/or its agents and affiliates specifically disclaim any 
guarantees, including, but not limited to, stated or implied potential profits or rates of return or 
investment timelines. 

The information contained in this kit/book/course and its several complementary guides, is meant 
to serve as a comprehensive collection of time-tested and proven strategies that the author(s) 
have deemed successful to meet the intended results. Summaries, strategies, tips and tricks are 
only recommendations by the authors, and reading this kit does not guarantee that one’s results 
will exactly mirror our own results. The authors have made all reasonable efforts to provide 
current and accurate information for the readers of this product. The authors will not be held liable 
for any unintentional consequences, errors, or omissions that may be found. 

The material in this kit may include information, products, or services by third parties. Third Party 
materials comprise of the products and opinions expressed by their owners. As such, the authors 
of this guide do not assume responsibility or liability for any Third Party Material or opinions. 

The publication of such Third Party materials does not constitute the authors’ guarantee of any 
information, instruction, opinion, products or service contained within the Third Party Material. Use 
of recommended Third Party Material does not guarantee that your results will mirror our own. 
Publication of such Third Party Material is simply a recommendation and expression of the 
authors’ own opinion of that material. 

Whether because of the general evolution of the Internet, or the unforeseen changes in company 
policy and editorial submission guidelines, what is stated as fact at the time of this writing, may 
become outdated or simply inapplicable at a later date. This may apply to this product, our 
affiliated website platforms, as well as, the various similar companies that we have referenced in 
this kit, and our several complementary guides. Great effort has been exerted to safeguard the 
accuracy of this writing. Opinions regarding similar website platforms have been formulated as a 
result of both personal experience, as well as the well documented experiences of others. 
 
No part of this publication shall be reproduced, transmitted or resold in whole or in part in any 
form, without the prior written consent of the authors. All trademarks and registered trademarks 
appearing in this kit are the property of their respective owners. 
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Introduction to the Privacy Insider’s Interview Series 

Beware: What you read here will shock, horrify, and/or anger you. 

 

 

 

You may wonder why we did not turn this over to the authorities: 

• They know about it already 

• Little they can do 

• Our best option is to educate you 

• We never spoke to scammers directly, only through an intermediary and anonymously 

NOTE: In various places you will see our notes in [brackets], this are made without the 

interviewees input and for clarity purposes only. We have made minor formatting and 

punctuation changes to these interviews to improve their readability. 
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Privacy Expert: JJ Luna Interview 

JJ Luna is the author of How To Be Invisible: Protect Your Home, 

Your Children, Your Assets, and Your Life, now in its 3rd edition 2012 

from St. Martin’s Press.  If you’re serious about your privacy go get 

your copy right now.	   

What name should we call you? 

JJ Luna or Jack Luna, either is okay. 

How did you get into this business?  What is your background? 

My wife and I volunteered to move to Spain’s Canary Islands in 1959, learn Spanish once we 

got there, and then talk to the locals about what the Bible REALLY teaches. Since at that time 

Spain was a dictatorship and the only religion allowed was Catholic, I had to lead a double life 

for the first 11 years (after which Generalissimo Franco allowed other religions to be in Spain).  

We held secret meetings in private homes, secret assemblies deep in a mountain forest, and 

smuggled Bibles etc. in from France.  Many were caught and jailed but I was not. This was 

when I taught myself to keep private things private, and to use my real name in business but a 

different name when working underground.  (To this day, my friends in the islands call me 

“Ricardo.” 

Where do you live?   

N/A for obvious reasons.  (I receive mail via ghost addresses in Spain, Alaska, and WA state.) 

What is the main reason you chose to live the way you do? 

I enjoyed outwitting General Franco’s secret police, so when laws 

were changed in 1970 to permit religious freedom in Spain, I 

continued to investigate methods for maintaining personal privacy. 

And since I’ve been a privacy consultant since 1998, I make it a 

point to practice what I teach.  In other words, I don’t give my clients 

advice based on theory, I tell them how I myself protect my 

possessions and my privacy. 
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Did you have a bad experience that led you to live this way?  Tell us about it. 

No, only good experiences, at least so far. For example: 

In 1998, my wife received a call from her brother (a schizophrenic), He threatened to fly out to 

the West Coast, murder us both, and then burn our house down.  No sleep lost on that one!  

True, he was still a pilot and had a private plane, but he had no clue as to where we actually 

lived. (A year later, he was committed to a mental institution, where he later died.) 

What is the state of personal privacy as you see it? 

For most persons, privacy has long since been lost.  Check the November 8th post on my blog, 

http://blog.invisible-privacy.com.  To quote in part: 

================== 

On his blog on November 6th, Scott Adams ["Dilbert"] says all privacy has already been lost, 

and who cares?  He gives this list: 

Keep in mind that the government already knows the following things about you: 

1. Where you live 

2. Your name 

3. Your income 

4. Your age 

5. Your family members 

6. Your social security number 

7. Your maiden name 

8. Where you were born 

9. Criminal history of your family 

10. Your own criminal record 

11. Your driving record 



7	  
	  

12. Your ethnicity 

13. Where you work and where you used to work 

14. Where you live and where you used to live 

15. Names of your family members 

16. The value of your home now 

17. The amount you paid for your home 

18. The amount you owe on your home 

19. Your grades in school 

20. Your weight, height, eye color, and hair color 

=================  

The biggest worry is item number one—where you live. That, of course, can be changed, as I 

outline in How to be Invisible, but that will involve a move. 

Are things generally getting better or worse when it comes to personal privacy? 

Worse, of course!  Governments always want to know more about their citizens, and technology 

gives them the key. Every year, technology improves, and thus surveillance improves as well. 

Do you feel the authorities are doing enough to protect the privacy of its citizens? 

No. 

What would you have them do better? 

They have no motive whatsoever to allow citizens more privacy. But … if I had to make a wish, 

I’d wish that all banking and all cash transactions would be private. (The government’s answer 

to that would be that it is necessary in the drug war, but that war was lost long ago.) 

Do you generally take the position that people should take control of their own privacy or 
is this something that is out of their hands? 
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People should—and can!--take control of their own privacy.  That, in fact, is the entire theme of 

How to be Invisible. 

Compared with other countries, how does the US do on privacy issues and keeping your 
money safe? 

Believe it or not, the US is near the top of the list when it comes to being able to live a private 

life—assuming the suggestions in How to be Invisible are followed. The book is not sold in 

bookstores overseas because so many of the suggestions are unworkable there.   

One example:  In Europe, you need to carry a national identity card that has your true home 

address.  To make sure you do live at that address, police will come by to check! 

What are the top 2 or 3 questions you get asked, and what are your answers? 

Question 1: Can I work with you in some way, or can I offer my home address so others can use 

it for a ghost address? 

Answer:  No to both questions. 

Question 2:  Can I use a New Mexico LLC to hide my true address, even though I am paying on 

a mortgage? 

Answer:  No. (The mortgage companies will not allow this.)  

What are the top 2 or 3 questions you SHOULD get asked, and what are your answers? 

Question 1:  How can I immediately start hiding my home address? 

Answer:  Stop getting mail, packages, pizza, or anything else delivered to your home address. 

Send a change of address to a PO Box or alternate street address to your bank, credit card 

company, doctor, dentist, and everyone else. Later, if possible, move.  

Question 2:  How can I hide at least some of my savings?  

Answer:  Convert them into cash and hide the cash at various places in your home. I 

recommend this be enough cash to keep you going for at least three months, in case you lose 

your source of income or if all the banks shut down. 

Can you give us 2 or 3 simple things that Americans can do today that would 
dramatically increase their personal security and privacy? 
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1. If you do not already have a passport, get one. Never again show your driver’s license 

(which shows your local address, city and state) to anyone other than a traffic cop or 

when renting a car.  Use the passport for everything else. 

2.  Never again use a credit card when you shop, go to a restaurant, or buy gas. Pay cash. 

For someone new to this, what is the one thing you would want them to know about their 
own privacy? 

That at present they have no privacy, and that they never will until they start making some major 

changes in their lives. 

What is one thing that you recommend that people are continually resistant to actually 
do? 

I recommend they never borrow money for anything. Not for furniture, not for a vehicle, and 

especially not for a home.  Renting is cheaper, anyway. 

What resource do you have that will help our audience further? 

This would be a personal consultation but for many, it is a bit expensive. See 

http://jjluna.com/Consulting. 

What services do you offer and how can our audience use them? 

I personally offer confidential ghost addresses in Alaska and Spain.  No ID is required so any 

name or names can be used. 

Also, I recommend the use of New Mexico LLCs when purchasing a vehicle or a property for 

cash. See http://jjluna.com/Resources-LLCs. 

Any other resources that our audience should know about to help protect themselves? 

I am currently revising a series of ebooks. Several are now again available online: 

https://jjluna.com/store.  In about six weeks I hope to have “Invisible Money” again available, 

which shows how to hide money both at home and in banks. 

Meanwhile, PRIVACY 101: Why and How to Separate Your Name From Your Home 
Address  is available for 99 cents on Amazon, or free on my website. 
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Scammer #1 Interview: The Tech Support Scam 

What name should we call you? 

Alan Smith 

What country do you live in? 

India 

What kind of identity theft do you do?  Credit card?  Other? 

Credit Card. 

How did you get into this business? 

I have been doing this kind of process of collecting information and 

charging them since 5 years now. 

Walk us through the entire process, how you get the information, what you do with it, 

and how you make money. 
We call normal citizen who have computers at their home. 

“My name is Alan and i am calling you from the technical department of cef org. that provides 

technical support to the windows operating system... 

The reason of my call is to make you aware of some corrupted application files and online 

threats that has been created online in order to damage computers, corrupt computers and 

many people in your locality have been complaining us about this kind of issue......so we are 

calling you to check if you have the same infections running onto your computer or not....so are 

you there in front of your computer right now?” 

Customer: Yes 

“When you see all the icons of your desktop please let me know....... now look at the left bottom 

corner you have start....give a single left click on start and you will get an option called 

computer....give a single right click on comp....you will get some drop down options open, 

explore, search, manage...give a single click on manage and you will get a pop up called 

computer management....” 

“Just below computer manage. you will see an option called EVENT VIEWER give a double left 

click on event viewer and you will get some drop down options like application, security, system, 

internet explorer.....now you need to give a click on application and something will come on the 
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right hand side like information.....you need to scroll that page very slowly and in case you come 

across any errors or warnings let me know..... 

“explanation of error and warning: the errors and warnings are the infections that has been 

created by the hackers in the that has been crashing down comps....many people in US UK they 

have lost many of their vital information’s and banking details because of this particular reason 

only.” 

“Now this infections are very powerful and harmful and they can damage your comp at any 

moment......what they do is, they slowly and gradually get into the security of the comp......once 

the security gets corrupted then the comp can crash in no time....” 

“So you need to get rid of these problems asap....and you do not have to worry coz we will b 

helping you out....” 

“Now I will get you connected to the technical department wherein the certified techs will be 

taking care of your computer......” 

So we take control of the computer by using AAMMY or any remote desktop support tool. Then 

we open up the task manager and show them that there window is expired and they have 

malwares and virus installed in the computer. 

Then we give options to the customer to choose different kind of plans we offer like $99 one 

time clean up.$199 one year service,$299 lift time service plan. 

We open a payment page for the customer and ask them to pay to us, so we move further. 

while the customer is filling the payment page we are taking screenshot of all the information 

they fill up. 

We are done once the payment is made. We ask the customer to leave there computer ON for 

an hour so our technician can work on it. 

After this we charge the card as many place we can and take the money out…Hurray.. 

Successful sale. 

How many other people do you know that are doing this or something similar? 

The entire Indian, Philippines, Bangladesh, Pakistan, China Call centre are doing this scam. 

Where do you find the names and phone numbers of people that you scam? 
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We buy leads from people who are selling Computer support leads Like HP support, Lenova 

support, Acer support… The people working inside these company provide us the information of 

the customers. 

 

What websites do you read to find information on how to scam credit cards, trade 

personal info, or talk to other scammers? 

There is no website for scam people make scam from their own brain and ideas. 

 

How do you communicate with other scammers anonymously? 

Yes we work as a team. 

 

Do you ever feel guilty that you are ripping people off? 

No. Never I do this for my earning and it my job. 

 

How does your family, community or friends view your activities?  Are they generally 

accepting or do they think of you as a criminal? 

They enjoy when I get gifts and money for them. 

 

Have you ever been caught or arrested? 

No and will never. 

 

Do you feel like the authorities are doing something to stop this?   

Yes maybe as they are very limited place to charge the card. 

 

What authorities or governments entities are working to prevent this? 
Local Police or may be FBI. 

How has the business changed over the last 5 years, are security measures better now 
than before? 

Yes, It have been a problem in charging the cards as a options are closing down rapidly and we 

Indian are not getting any merchant online or even in our banks. 

What advice would you give our readers to avoid getting their information stolen? 

Advice is to keep your personal information to yourself and DON’T SHARE IT WITH ANYONE. 
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If someone did get their information stolen, what advice would you give them?  

If the transaction is done you can’t do anything still call up your bank. 

 

Is there a way to tell if your information has been stolen but not used yet? 

No. All the information is used whether it be for $10 or $1000. 

 

What precautions do you take to make sure that you yourself are not scammed? 

Change your card details. 

 

What do you spend the money on? 

Living  Luxary,ect. 

 

How much money do you make a year doing this? 

$30,000 to $50,000 

 

Do you live a luxurious life?  Do you have a nice home and car? 

Yes 

 

Are you married, wife, kids? 

No. 

 

Anything else you would like to tell us? 

I am giving this information as this project is almost completed and we are looking for new 

ideas… 
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Scammer #2 Interview: The Disaster Relief Scam 

What name should we call you? 	   

Steve Walker 

What country do you live in? 

India 

 

What kind of identity theft do you do?  Credit card?  

Other? 

Bank transfer. 

 

How did you get into this business? 

There are lot of small companies existing in India and still operating all across in India in the 

name of selling and giving services to the people of United States, UK and Australia. These are 

the three major countries scammed for more than 10 years now. I worked for one company as 

call center executive, and came to know about these kinds of scams taking place in UK, US and  

Australia. 

 

Walk us through the entire process, how you get the information, what you do with it, 

and how you make money. 

I have been calling people for different kind of Government Grants the latest is Tornadoes hit 

US.  Which means it is an aid that is given to the citizens of united States who are in need and 

in destitute. I call up people there, we pitch them saying that the government is funding them 

grants and you are the lucky person from your city to be chosen. We have person in America 

who helps us make the transaction. We collect routing no. and account no. This is direct debit 

transaction. We record the voice authorization of customer to take $299 for processing the 

Grants to their account no. which they have provided to us.  

 

These kind of transaction is about 40 percent authorized and 60 percent decline due to 

insufficient fund or the person comes to know about the scam. Its easy to take the details out as 

we have got rebuttals. We ask which bank they dealing with and then read out the first 3 digit of 

there routing no. and tell them that we know there account details and due to security reason 
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you need to confirm the details and the customer reads the entire details to us and we 

eventually make a deal. 

 

Then that account number is passed on to the person in US to  authorized to check whether the 

account has enough funds to take out. Then we take out the money internally without letting the 

customer know about that particular procedure as how they go about it. 

 

How many other people do you know that are doing this or something similar? 

I know about more than 200 people doing this, but they are just the employee of the company. 

Some are my friends, acquaintances, neighbor or colleuges. Among these 200 people there are 

few people who are the owner of the companies who actually operates everything. 

How do you find the names and phone numbers of the people that you scam? 

We get leads in two ways either we have to generate leads by calling randomly phone directory 

or we buy leads from lead vendors. 

Do you think this is widespread?  Are there a lot of people doing this same scam? 

Yes certainly. Huge number of people are doing these scams and in a big strength. 

What websites do you read to find information on how to scam credit cards, trade 

personal info, or talk to other scammers? 

We do not read any information from any website. The campaigns that we work for has certain 

requirements and criteria, those benchmark related to those are set. We just need to follow 

those. 

 

How do you communicate with other scammers anonymously? 

We are all from one office or are friends working in different offices. 

 

Do you ever feel guilty that you are ripping people off? 

I do feel guilty when I come across people who have just come from the hospital or waiting for 

some grants from the government for their living. But its again my bread and butter and my 

family at the end. If I don’t do that I do not earn my living for the day. 

 



16	  
	  

How does your family, community or friends view your activities?  Are they generally 

accepting or do they think of you as a criminal? 

Most of our family is not aware of what we do. As they thing we do telemarketing and selling 

things over the phone. 

 

Have you ever been caught or arrested? 

NO I am never caught or arrested because the companies shows to the government that it is 

company selling their services to the people around the world. They do not usually tell what they 

exactly do. 

 

How did you get caught? 

Never was I caught. It is the responsibility of the company to look after the security measure. 

Do you feel like the authorities are doing something to stop this?   

Yes, when the authorities come to know about the scam they raid offices and catch people and 

put them behind the bars. And the process is shut down. 

 

What authorities or governments entities are working to prevent this? 
Cyber crime police authority of the state. 

How has the business changed over the last 5 years, are security measures better now 
than before? 

Yes, certainly the business has changed a lot over the last 5 years, as the people have become 

more aware of the scams  happening all over the place. They understand them more easily 

now. The security measures are better now. It is difficult to take out money from the bank. 

What advice would you give our readers to avoid getting their information stolen? 

I would like to tell them, please protect your bank details and your credit card details. Do not 

share the details with anybody. Give your bank standing instructions that whenever a 

transaction is taken place let yourself know first before any activities is carried out by the bank 

 

If someone did get their information stolen, what advice would you give them? 

Call your bank to stop the transaction. 

 



17	  
	  

Is there a way to tell if your information has been stolen but not used yet? 

No it’s not possible. 

 

What precautions do you take to make sure that you yourself are not scammed? 

We do not share our credit card or bank details with anybody else. We try and keep changing 

our passwords every fortnight. 

 

What do you spend the money on? 

We spend the money on our day to day expense. 

 

How much money do you make a year doing this? 

Depends on how many customer I get about $10000 to $20000. 

 

Do you live a luxurious life?  Do you have a nice home and car? 

Not really! I do not have a good house nor do I have a car. Its the owner of the company who 

makes the most out of it. we are just working for a salary for our day to day living. 

 

Are you married, wife, kids? 

Yes, yes 

 

Anything else you would like to tell us? 

I personally do not like what I do but this is the only industry that is providing a good salary 

which is at least enough for a good living. 
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Scammer #3 Interview: The Prescription Pill Scam 

What name should we call you?	   

Peter Parker 

 

What country do you live in? 

India 

 

What kind of identity theft do you do?  Credit card?  Other? 

I sell medication online and payment through Credit Card, debit card, 

bank transfer, and counter deposit. 

 

How did you get into this business? 

This business I understood was way back in 2005…I used to work for a company as a call 

centre executive. Now I got my own 10 seats Call centre small but happy.. 

 

Walk us through the entire process, how you get the information, what you do with it, 

and how you make money. 
Calling Data is leads, people taking medication. Or are under medication treatment. 

We call those people who are also addicted to medication. 

The process is called Online Pharmacy. 

We call people and ask if they are under any kind of medication like:  

• Viagra 100mg (90 pills) 

• Meridia 15mg (90 pills) 

• Xanax 1mg (30 pills) 

• Xanax 2mg (90 pills) 

• Phentermine 37.5mg (90 pills) 

• Ativan 2mg (90 pills) 

• Ambien 10mg (60 pills) 

• Zopiclone (gen. Imovane) 7.5mg (60 pills) 
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• Ultram (gen. Tramadol) 100mg (60 pills)  

We call them and say: 

“We sell non control also but these are control drugs and not available without prescription we 

will ship these medication without any prescription (once we tell these medications will be 

shipped as many pieces you want the customer replies)” 

Victim: “Yes” (if they are addicted to these pills.) 

We provide 90 pills for $250 to $299 depending on how the customer is, we bargain.. 

So they are ready to pay Though credit or debit card, we collect the information and charge the 

card in different places like paypal, Authorize.net, westernunion, worldpay, online merchants… 

Now the shipping part Lot of times we don’t ship. And when we ship we ship other items like a 

pack of cigarette or any other things … J 

How do you find your victims? 

We buy leads from legit lead companies.  Sometime people fill out form online or in store to get 

discounts on pharmacy, we then buy these leads 

 

How many other people do you know that are doing this or something similar? 

As per my knowledge most of the call centre here in India dialed for this project and earned a 

lot. 

Do you think this is widespread?  Are there a lot of people doing this same scam? 

Yes. 

How do you communicate with other scammers anonymously?  

Email or skype 

 

Do you ever feel guilty that you are ripping people off? 

No. This is my job I loved it. 

How does your family, community or friends view your activities?  Are they generally 

accepting or do they think of you as a criminal? 

Most of my family members are uneducated and, they know that I work in and office. 
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Have you ever been caught or arrested? 

Yes. I was inside jail for 3 month. As here the law is not so tight so I got away by paying 

ransom. 

 

How did you get caught? 

I used customer card and purchased a laptop and shipped to my home address. 

 

Do you feel like the authorities are doing something to stop this?   

I don’t know about this as when I need money I sit down I start making calls in about 100 calls I 

get one dumb who gives me $500….by any means of payment method. 

 

What authorities or governments entities are working to prevent this? 
Local police with CBI 

How has the business changed over the last 5 years, are security measures better now 

than before? 

Very drastic change, customers are saturated now and know that we are scammers. 

What advice would you give our readers to avoid getting their information stolen? 

Do not share your financial information with anyone - except me.:) 

 

If someone did get their information stolen, what advice would you give them? 

Call you bank to verify if you have been charged. 

Is there a way to tell if your information has been stolen but not used yet? 

All the detail I take is always used even for $10 if they is… 

What precautions do you take to make sure that you yourself are not scammed? 

Keep your details Safe 

 

What do you spend the money on? 

Living and maintaining my business. 
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How much money do you make a year doing this? 

$10,000 to $15,000 

 

Do you live a luxurious life?  Do you have a nice home and car? 

Not now.. As my business is very bad. And I don’t know anything else to do. 

Are you married, wife, kids? 

Yes with two kids… 

 

Anything else you would like to tell us? Please be safe. Live safe 
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Scammer #4 Interview: The Cell Phone Scam 

What name should we call you? 

Jennifer Smith 

What country do you live in? 

India 

What kind of identity theft do you do?  Credit card?  Other? 

I sell mobile connections online and payment through Credit Card, debit 

card 

How did you get into this business? 

I work for a company called One Stop Phone Shop. 

Walk us through the entire process, how you get the information, what you do with it, 
and how you make money. 

We call random people and inform them about our great mobile plan in which customer gets 

1000 of minutes free along with a cell of their choice. 

Once the customer is positive about what they getting we then explain them about the payment. 

Normally we don’t charge the customer anything at that moment of time. We tell the customer 

that we need a valid credit card information just to verify a $1 so when we billing you as a 

subscriber every month a amount of $24.99 only for this plan. 

We also take all the required information. 

This is a sale and we get paid per sale basis. But here is the scam .We working for a company 

so leaking this is very risky still I too need money. 

Once all the information has been reached to the management. They have a high risk merchant 

account where they use the credit card information to withdraw the money. 

I have personally tried to call my sold customer and spoke they have never got any cell phone 

delivered and plus there card has been charged of plenty of dollars. 
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So I have understood that this process is also a scam. 

How many other people do you know that are doing this or something similar? 

I am working as a supervisor in a call centre and in my knowledge I know my call centre working 

on it. 

Do you think this is widespread?  Are there a lot of people doing this same scam? 

I don’t know. 

What websites do you read to find information on how to scam credit cards, trade 
personal info, or talk to other scammers? 

I was given training by my senior when I joined for this process. 

How do you communicate with other scammers anonymously? 

We are all friends so we are connected with all the media of communication. 

Do you ever feel guilty that you are ripping people off? 

Yes sometime I did when I came to know the first time, but now it’s my own bread and butter so 

I hardly care as I get a good incentives now . 

How does your family, community or friends view your activities?  Are they generally 
accepting or do they think of you as a criminal? 

They are not aware of what I do .They know I work for a Call centre and sell things over phone. 

Have you ever been caught or arrested? 

Never. 

How did you get caught? 

No 

Do you feel like the authorities are doing something to stop this?   

I don’t think the authority is concerned here about what we do. 

What authorities or governments entities are working to prevent this? 
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No information about it ,may be the police or CID. 

How has the business changed over the last 5 years, are security measures better now 
than before? 

I am in this industry for past 7 years and have done a lot of other projects but this is since 3 

years and we are getting 1spd of sale. 

What advice would you give our readers to avoid getting their information stolen? 

Please check you personal information before passing on. 

If someone did get their information stolen, what advice would you give them? 

I hope people are aware, what they are doing when they pass on their info. So be safe. 

Is there a way to tell if your information has been stolen but not used yet? 

I cant say this for sure, I think all are been used ASAP. 

What precautions do you take to make sure that you yourself are not scammed? 

Verify the company peoperly with all the feedbacks and review before you purchase. 

What do you spend the money on? 

Living  

How much money do you make a year doing this? 

$5000 to $7000 

Do you live a luxurious life?  Do you have a nice home and car? 

No 

Are you married, wife, kids? 

No 

Anything else you would like to tell us? 

We are not scammers it’s our skill to sell . 
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If it could be arranged anonymously, would you agree to talk to us on skype? 

Not really it may change my life entirely. May be just voice. 
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Scammer #5 Interview: The Online Education Scam 

What name should we call you? 

Roger 

What country do you live in? 

India 

What kind of identity theft do you do?  Credit card?  Other? 

Credit Card, debit card, bank transfer, Western union counter deposit. 

How did you get into this business? 

This going on from past 5 years now. Since I have joined the call centre industry. U.S. Online & 

Campus Education Lead Live Transfers Process 

Walk us through the entire process, how you get the information, what you do with it, 
and how you make money. 

Calling Data are the people who are opting for online education and assignments. 

We call them and inform them about our online education assignments. And tell them that we 

are calling you from University of Massachusetts online education department. 

We explain the program to the candidate and tell them that we offer a full year tutorial 

assignments. With this they get a Degree for the course they apply. 

And inform them that if they are interested in enrolling the program for free assignment for this 

year’s we will transfer the call to university call centre in USA. The qualified calls will be dealt as 

under: 

The criteria for qualification of a prospect are: 

• Must be interested in online education 

• Must have access to Computer with internet access 

• Must have a Valid High School Diploma of USA or a GED 
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• Must be a permanent resident or citizen of USA (no anticipatory application) 

• Must not be currently enrolled with any college/university 

• Age Criteria – Between 18 and 55 years 
 

Normally the course fee is from $200 to $500.So once the transfer is done and the candidate 

speak to one of our representative.(Who is by itself from India and not US.)He Guide the 

candidate to an online fill in form with all the details which includes the payment details also. 

They are informed about the call recoding and authorization of the course fee. Once the 

candidate authorizes the payment of the course fee, he is charged. 

We provide a fake inbound no. and a email id to contact us. 

How many other people do you know that are doing this or something similar? 

A lot of companies are working on this project. 

Do you think this is widespread?  Are there a lot of people doing this same scam? 

Yes. 

What websites do you read to find information on how to scam credit cards, trade 
personal info, or talk to other scammers? 

I am not aware of any such website but to contact I use skype. 

How do you communicate with other scammers anonymously? 

Email and skype and yahoo IM basically. 

Do you ever feel guilty that you are ripping people off? 

No. My job is to provide a valid leads who are interested, 

How does your family, community or friends view your activities?  Are they generally 
accepting or do they think of you as a criminal? 

Very less people understand about these projects. 

Have you ever been caught or arrested? 
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Not really 

How did you get caught? 

Never got caught 

Do you feel like the authorities are doing something to stop this?   

The authority is not aware of this project as they are lot other thing they are busy with. 

What authorities or governments entities are working to prevent this? 

Local police 

How has the business changed over the last 5 years, are security measures better now 
than before? 

It has not changed a bit as the working leads increase day by day as we have new lead 

everyday who are interested. This is not for only US but we call UK, Australia, New Zealand, 

Scotland. 

What advice would you give our readers to avoid getting their information stolen? 

Authenticate the company you deal with J 

If someone did get their information stolen, what advice would you give them? 

Stop the payment. 

Is there a way to tell if your information has been stolen but not used yet? 

Sorry but all the information are used at the same time. 

What precautions do you take to make sure that you yourself are not scammed? 

I don’t carry any credit cards so I won’t be scammed at least. 

What do you spend the money on? 

This is my job so have to look after my family with it. 

How much money do you make a year doing this? 
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$7000 to $15000 with bonuses. 

Do you live a luxurious life?  Do you have a nice home and car? 

Yes got a bike and a house 

Are you married, wife, kids? 

No  

Anything else you would like to tell us? 

Please study doesn’t go for short cuts. 

If it could be arranged anonymously, would you agree to talk to us on skype? 

Yeah. 
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Hacker #1 Interview: Eastern Europe 

Do you give us permission to include this interview in our products?	   

Yes. 

 

Can we use a photo of you in our materials? (If so, please include.) 

Yes. 

 

What name should we call you?  

Al (as in AL) 

 

What do you do, professionally? Do you have any certifications? How did you become an 

ethical hacker/security expert?  What is your background? 

 

[An “ethical hacker” is someone that gets paid to try to hack into a client’s software. This way 

the client will know how safer their software/website/systems are. They will also learn where 

their security problems are, so that they can be addressed.] 

 

Currently I am working as an ethical hacker with a CISSP certificate. I focus on testing the 

security of web platforms, mostly commercial sites/applications, databases and the servers 

they’re on, for the sole purpose of hardening their security as much as possible. I have gone 

into ethical hacking mainly because it’s the only way to monetize my talents in a legal way. 

Formerly a blackhat hacker, money was relatively easy to come by, but as always there were a 

lot of risks involved. Then came a person that needs my care, someone that relies on me to 

bring food on the table every day. Obviously I cannot care for someone if I’m in jail, so I decided 

to leave my past behind and turn a new page, start working legally even if it means bringing in 

less money. 

 

Where do you live?  Why did you choose that particular country/region/state? 

I am born in Macedonia and this is where I’ve spent my entire life. I have traveled a bit and I 

would gladly move to a country where life is easier, but immigration is near impossible due to a 

stupid loop in the way the world works. Namely, if you’re from Macedonia, nobody would grant 

you citizenship in any EU country or US state, fearing that I would become a burden. Macedonia 

is not particularly wealthy so there’s a stereotype that if you’re from Macedonia, you’re not very 
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useful to the society. Try as I might, my request for citizenship would be rejected, leaving me 

stuck in this country. It’s as bad as it sounds, but there’s no time to complain, I give my best to 

use my entire day in the most productive way. 

 

What is the state of personal privacy as you see it? 

To be brutally honest – nonexistent. There is no such thing as privacy. My clients are usually 

small and medium businesses and during the testing procedure I often have a chance to take a 

peek in parts of the code that shouldn’t be seen by the public. Most of those companies promise 

some form of privacy but the reality is very different. Data is gathered without user’s permission 

and you’d be shocked on how technology has progressed, they have perfected their espionage 

methods to an art. Alas, even if companies didn’t do this, there are always hackers that can 

obtain this information very easily and then resell it. Now don’t get me wrong, I do recommend 

that everyone should watch out for their privacy. I’m just saying that they shouldn’t feel 100% 

safe just because they have taken a few precautionary steps. 
 

Tell us about some of the tricks you use (or others you know use) to find out confidential 
information.   

Back in the day, the simplest way for a blackhatter to obtain personal information is to plant a 

Trojan horse in the victim’s computer. Crypters were readily available, making the Trojan 

undetectable to all antivirus software, albeit short-lived. Depending on how the hacker spreads 

the Trojan, it would last anywhere from a few months to just a few days. In example, some 

hackers would use the Trojan to gain information from a short list of targeted customers, usually 

less than 10 people. In this case, the Trojan would be undetectable for a long period because 

antivirus companies would have yet to encounter a copy. In other cases, the hacker would go 

all-out and do a mass infection, getting thousands of victims in hours. Then they would gather 

all information from all victims. The information is later sifted, sorting out the useful from the 

useless. The Trojan gets detected quickly, but by the time it is detected, the damage is already 

done. The hacker already has the information he needs and he can sell/abuse it to get 

thousands of dollars quickly. Whichever method the hacker would choose, profit is pretty much 

guaranteed. Nowadays however, the Trojans are less common and effective because antivirus 

companies have learned from their mistakes. Even if a hacker was to perform a mass infection, 

the gathered data would be pretty much useless. Credit cards cannot be abused due to 

sophisticated protection systems, paypal (and similar payment system) accounts get blocked 
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quickly as soon as any suspicious activity is detected, so hackers steal and sell whatever else 

they can. Social network accounts and e-mails are especially valuable nowadays. 

 

What steps do you take to track people who have really gone the extra mile to protect 
themselves? 

[Through] Social engineering. Ah, social engineering is a whole another science that I could talk 

about for days. [See the end of this interview for a clarification from this hacker on what he 

means by ‘social engineering.’] You see it everyday, mostly in politics. It's what people 

commonly call "manipulation" but in a very different form. Social engineering combines 

manipulation, human behavior and psychology in order to maximize the effect. It is a spooky art. 

Not much is known about it in public and this is why it's so successful. In example, magicians 

use some basic social engineering techniques to perform their tricks. When a hacker decides to 

combine technical hacking with social engineering, the results are devastating. It never fails and 

the target has no way of defending. This is why hackers frown upon it, partly due to jealousy 

since not all of them can use it, partly because it's very unethical and it's often compared to 

"taking a candy from a child".  

Having fancy tools and ninja skills is all fun and games, but when faced with a difficult target that 

has battered down the hatches hard, social engineering always works like a charm. It is a very 

rare talent among hackers. Most try to use it but only few can make it work every time. It takes a 

lot of knowledge in human psychology in order to use it, but when one masters it, there is no 

limit on what it can do. Even a half-decent social engineer can make the victim simply give out 

all information willingly, making the “hack” pretty much legal. In the right hands, this is a very 

scary tool. Amateurs would use social engineering to convince a victim to open a page or a file 

which is infected with a keylogger but the concept is the same. You manipulate the victim to do 

whatever you want them to do. How good it works out and how far you get depends only on 

your skills. There’s no protection against this, and these people are the ones you should fear. 

After all, what can you do to protect yourself against a person powerful enough to make you 

commit a suicide just by talking to you?  
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Can you give us 2 or 3 simple things that Americans can do today that would 

dramatically increase their personal security and privacy? 

First of all, use a false identity at any given opportunity. Take your time to come up with a 

complete identity, first and last name, address, phone number, gender, height, weight and every 

other detail. Memorize this and use it whenever possible. 

 

Do not, EVER, store passwords on any computer or personal device. Think of a password that 

is 7 to 14 characters and has at least 1 uppercase and 1 number in it. Make it easy to 

remember. Password crackers are mostly useless nowadays anyway, so the main thing you 

should worry about is someone seeing the password over your shoulder. Of course, if you get 

hacked and you’ve stored passwords on your computer or had the browsers memorize the 

passwords, they’re pretty much gone. 

 

Use virtual keyboards to type passwords. Even though they didn’t receive the attention they 

should have, virtual keyboards can be a lifesaver. Most keyloggers can only log keystrokes from 

physical keyboards. If you type your passwords with a virtual keyboards, there’s a big chance 

that it won’t be picked up even if the machine is infected with a keylogger. [A ‘Keylogger’ is a 

program running on a computer that tracks all of your keyboard entries. So, it will track when 

you type in a password.] 

 

Perhaps most important of all, don’t spread your info around. In most cases if your info is stolen, 

it’s your own fault. Accepting or sending friend requests from/to unknown people, replying to 

suspicious e-mails, clicking links from sources that are not legitimate – they can lead to data 

theft. If you receive an e-mail with a link, don’t click it. Instead type it, paying close attention to 

top-level domain. Facebook.com is not the same as Facebo0k.com. 

 

For someone new to this, what is the one thing you would want them to know about their 

own privacy? 

As depressing as this may sound – don’t get your hopes up. Chances are that no matter what 

you do to protect your privacy, data will eventually leak out. Instead of trying to defend a huge 

amount of private information, try a different approach – don’t provide a lot of private 

information. This way you won’t have a lot to guard. Even if it gets stolen, the damage would be 

minimal. It’s like having a million dollars in cash. You can store it under the bed in which case 

the risk of having it stolen is huge even if you put an alarm in your house. Another option is to 
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save only what you need and put the rest in the bank. Even if you get robbed, you lose only a 

small portion of your valuables. 

 

What is one thing that you recommend that people are continually resistant to actually 

do? 

Change passwords often and for god’s sake, use different passwords for different accounts.  

You’d be surprised how much people lose everything online just because they used the same 

password on one account. Stealing a facebook account nowadays is relatively easy, but if the 

password on the facebook account is the same as say, the paypal account – it doesn’t take a 

rocket scientist to see how much more damage can be done. 

How can our readers use this information to protect themselves from similar tactics? 

The best way to protect yourself from hackers is to try to think as one. Read a lot of articles 

about hacking in order to gain inside information on how data is stolen. Learn how a hacker 

would try to get your information and eliminate the easiest ways to do it. Usually hackers would 

eventually give up and move to an easier target if they find you too hard to hack. There’s 

definitely no deficit of targets so they would much rather spend an hour hacking 3 victims than 

spend a week hacking you. Of course, this doesn’t apply in situations where your issues with a 

hacker is personal but then again, you should’ve known better before making enemies with such 

shady characters. 

For someone that has very little money to spend, is concerned about their privacy, and 
doesn’t know where to start, what advice would you give them? 

It’s really more of a common sense, it doesn’t take a lot of money. Like previously said, people 

need to learn how a hacker steals personal information and maybe more importantly, why. You 

cannot hope to defeat someone in a game that you don’t understand – especially not if your 

opponent is a master of that game. The more you learn about your enemy, the easier it is to 

protect yourself. 

Can you give us three simple things that people can do to dramatically help protect 
themselves. 

1- Stay away from social networks, especially facebook. If you absolutely must have it, enter 

with a false identity. 
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2- Have a good antivirus that is regularly updated. Make sure your operating system is often 

updated as well. 

3- Don’t click around the web aimlessly. A click is like a step in real life. You need to see where 

you’re putting down your foot. It would be quite illogical to step on something you don’t see 

and don’t know anything about. If you’re in such situation, you’d probably go around,  

Most importantly, do you have any horror stories about online privacy and security? 

Funny stories? Stories about the ridiculous/dumb/bad things that people do online or in 

terms of privacy and security? 

Back when I was a blackhatter, my customers were usually businesses that wanted to get 

ahead of the competition. They would hire me to take down a competitor’s site, steal their 

database where customer info is and so on. Payments were upfront and in full and clients had 

no problem paying. Of course, eventually there would be a person with the “bright” idea to hire 

me and then when the job is done, open a paypal dispute and get the money back. Needless to 

say, paypal would approve the refund but what the client didn’t think about is who he’s messing 

with. Immediately his site would go down or get defaced. He would then get an e-mail, asking 

politely to return the money they owed. They always obey. They all learn the lesson, it’s just that 

some of them learn it the hard way. 

 

When I got into ethical hacking, customers that are being difficult were a lot more common. I no 

longer had that ace up my sleeve though, I couldn’t simply take down his site/email/facebook in 

order to force him to pay. One day while exploring the Deep Web I found out about a hacking 

group called Emagare. I tracked them down and found out that this little bunch of hicks is the 

most deadly hacking group, hands down. They offered similar services to mine (when I was a 

blackhatter) but their clients were entire countries and governments. They had a history of 

putting countries in complete darkness. Their last victim was Greece which they left without any 

informational interconnection for about a week. 

Nevertheless I decided to contact them and found out that they’re surprisingly friendly. They 

accepted my job offers for a really good price and I’ve been hiring them ever since. Nowadays 

they deal with my difficult customers and I’ve yet to meet someone that hasn’t come to reason 

after being confronted with Emagare.  

 

What are the top 2 or 3 questions you get asked about security and privacy, and what are 

your answers? 
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Q – Can you make my site unhackable? 

A – No. 

 

Q – Can you hack someone’s e-mail/facebook/whatever? 

A – Yes; but that’s a service ethical hackers cannot provide. 

 

Q – Why are you charging so much money for 3-4 hours of work? 

A –  It’s not 3-4 hours of work that costs so much, it’s the decade-long experience that you’re 

purchasing. 

 

 

What are the top 2 or 3 questions you SHOULD get asked, and what are your answers? 

Q – Can you help me harden my site’s security to the point where most hackers would consider 

it not worth the effort of hacking? 

 

A – Absolutely. 

(This level of customer understanding, although rarely seen, gives me extra motivation to 

provide a much better service and always over deliver, giving much more than what they paid 

for. ) 

 

Q – When hiring an ethical hacker, should I look for hackers with certificates and diplomas? 

A – No. The diploma is not the one that does the testing, it’s the hacker himself and in a world 

where cash is king, you can easily purchase certificates and diplomas. A common penetration 

test starts at $600 and can quickly go up to $2000, making the ethical hacking a very lucrative 

business. People are increasingly purchasing these certificates and offering penetration testing 

services with no knowledge to hacking whatsoever. When a client orders a testing service, he 

would simply hire some mediocre hacker with no extensive experience to do a shallow test 

using automated tools found on the internet. The result would be a report with a lot of false-

positives which is pretty much useless, but hey, the certificate increases its value. So when 

hiring an ethical hacker, test his experience and practical knowledge. Certificates and diplomas 

are only ink on paper, worth nothing at all. Take this from a person that has a certificate. 

 

Q – What should I do if I’m attacked with DDOS? 

A – Pray that it ends soon. 
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To clarify for our readers, what do you mean by “Social Engineering” and “DDOS”? 

The simplest example of social engineering would be this. 

A hacker decides to take down a site that is very difficult to hack by conventional means. The 

owner has battered down the hatches and invested thousands in all sort of protections. DDOS 

(explained below) is not an option because the hacker doesn't have access to a botnet. The 

hacker only has an undetectable trojan virus to his disposal. If I were the hacker, here's what I 

would do... 

I would first find out a bit of personal information about my target. His facebook/twitter/other 

social network profile is a treasure trove for me in this case. What I'm interested in is his marital 

state, gender, age, living location etc. I would do my best to find out what kind of girls he likes. I 

would then open a new fake, female profile with about 60% to 70% matching to his preferences, 

with only 2-3 vague pictures. Not too much though, simply because if it looks too good to be 

true, it probably is.  

Next, I would add some of his friends to my friend list. I would NOT add him directly, this would 

be way too suspicious. Instead, he would eventually notice me when browsing the lists of his 

friends' friends. I would start communicating intensely with one of his best friends in case he 

doesn't notice me quickly enough. 

When I'm noticed, he would probably want to add me as friend since remember, I'm mostly 

everything what he likes about girls. While talking with him, he would eventually ask for more 

pictures of me. It always happens, even with married people, simply out of curiosity. I would say 

that I don't trust facebook/whatever and that I would very much prefer to chat on skype or msn. 

Normally, he would accept. 

When on skype/msn, I wouldn't send the pictures immediately. Instead, I would wait to be 

reminded again. Sending the pictures immediately would look like I'm trying to push something. 

So when he reminds me, I would send a zip package with 10 real pictures of me. What he 

doesn't know though is that one of those pictures would have my trojan virus binded to it. 

After infecting him, I would have all his passwords including the website's control panel. I would 

cut off his access, dump the database, delete all his backups both from the computer and online 

repository and finally deface the site itself. The damage is total. Even if he has some hidden 

backup to restore, I still have his database which means that I can simply hack it again. Even if 
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he starts with a new database, his customers/visitors would see the defaced site for a day or 

two, ruining his reputation permanently, so there's no use of restoring. This is what you do when 

you want to end the life of a site. 

That's one example of social engineering used in conjunction with hacking. 

As for DDOS, that is a variation of Denial of Service attack. The DoS attack is mostly an attack 

where you overload the server/victim with too much data or requests until  the server cannot 

handle it anymore. In example, there's a server where you can request a page to open and then 

the server runs several checks before displaying it. To take the server down, I would make a 

custom script which would request the page thousands of times per second. The server 

probably won't be able to cope with so many requests and would eventually freeze, effectively 

taking down the site. It's very much similar to opening 100 programs on your computer at once. 

However, there is a form of protection against this. The owner of the site can simply ban my IP 

and I won't be able to make new requests unless I change my IP. By the time I change my IP 

though, the server would be refreshed and ready to accept new requests. 

This is where DDOS comes in play. It stands for DISTRIBUTED denial of service. It is very 

simple - you make a virus and infect thousands of computers with it. Those computers don't 

show symptoms of being infected, there's nothing going on so victims have no reason to 

suspect anything. You however, have total control over these computers. When you want to 

attack a site, you simply instruct all of these computers to open the site all at once. The victims 

still don't see anything, the browser is hidden. The target site however gets too much traffic and 

the server freezes. If it doesn't freeze then the hosting will suspend it temporarily for 

overloading. If even that doesn't happen, the bandwidth will get exhausted. In most cases 

however, the server overheats and crashes or shuts down. 

There's no real protection against DDOS. Banning IP's is useless because the attack is coming 

from thousands of machines. It's like having a private army, ready to attack when you give the 

word. And you're attacking a single person. What can possibly that single person do to defend? 

Absolutely nothing. 

That's about it :) 
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Hacker #2 Interview: Eastern Asia 

[Note: The English skills of this "ethical hacker" and former hacker are not that great. We kept 

the interview in it's original format with a few spelling and grammatical changes simple so that it 

was at least readable. This guy's focus is more for those who have their own websites. Keep 

that in mind as you read it.] 

Do you give us permission to include this interview in our products?	   

---- Yeah I do. I always think about an open IT system and secured one. So 

surely I give you permission to use this on your product. 

Can we use a photo of you in our materials? (If so, please include.) 

---- Please take them from my profiles. If you don’t bother. Because 

specially I don’t provide my portfolio for security of my professionalism. Don’t mind. 

What name should we call you?  

---- You can call me Barkot. 

What do you do, professionally? Do you have any certifications? How did you become an 
ethical hacker/security expert?  What is your background? 

---- Before working as a security expert. I was a hacker who does all types of tricks current 

hackers use. But one day I realize what is the benefit to steal people information because funny 

games may be fun for me but not for the general people who may be has one website for 

his/her earning for his/her family. So why I revolt against hackers and becoming an big enemy 

now of my fellow ones. 

Where do you live?  Why did you choose that particular country/region/state? 

---- Please I don’t answer this. But I live on a place where there is broadband internet 

connection available. 

What is the state of personal privacy as you see it? 

---- Specially if you provide your exact living place name then a hacker can know your security 

question answer from that and get an idea of it. 
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Specially I differentiate hacking in 2 parts : 

1) Physical 

2) Mental 

A hacker can enter your workplace knowing your address because you don’t know him. This is 

called physical type of hacking. 

Tell us about some of the tricks you use (or others you know use) to find out confidential 
information.   

---- Scraping a website what a people can say data mining is the most vital things to know 

confidential data from a website. [Scraping a website means they copy and pull information off 

of websites -- usually contact information, etc.] 

There are many tools available in internet for that. 

What steps do you take to track people who have really gone the extra mile to protect 
themselves? 

--- I say one thing always to people. When a people think themselves as fully secured then a 

hacker start thinking on his weakness and that is a hacker’s creativity. What do you think? 

So I advice people to always check their site and not to think safe always. Specially use firewall 

with auto email notification of files changes. 

What do you do to protect yourself from others, hackers, etc? 

---- I follow some rules : 

1) For password I always a use different pattern. I mean letter, alphanumeric and digits. 

2) I always check my site and client site for not needed files specially .php 

3) I always do a monthly check up and sometimes for important sites a 15 days checkup. 

4) Where it is possible to use mobile verification there I use mobile verification. 

5) I always make sure that my .htaccess secured and no zip in my site and no weak password 

for my website. 
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What are the top 2 or 3 questions you get asked about security and privacy, and what are 
your answers? 

1) After malware attack people ask me how they get protect ---  

Then I advise  

a) Choose a secure hosting 

b) Make updating their website. 

c) Checking all files by an expert so that there is no devils file. 

2) How can I prevent trojan from my site attack on. 

--- For this please use some security extension and stop using not trusted people. Because it is 

a proved way that developers do this things in 30-35% cases. 

Can you give us 2 or 3 simple things that Americans can do today that would 
dramatically increase their personal security and privacy? 

--- Americans need to follow three steps for their security : 

1) Need to upgrade their website timely. 

2) Not use weak password or dictionary passwords. 

3) Use trusted hosting which save most the times being hacked 55%. 

4) Not keep backup zip in their site. Because I think it is a silly and weak poing being hacked 

what most the general American does. 

For someone new to this, what is the one thing you would want them to know about their 
own privacy? 

---- Please do five similar things and I think they you can secure for 80-85%. Because you know 

hacker just makes their idea new and new. 

a) Use a strong password for your website and other medias and this password must have digit, 

letter and alphanumeric. 

b) Use trusted hosting. 
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c) Use trusted developer to develop anything. 

d) Before launch any website check it via security specially or server admin so that there is no 

extra files in there which may be a shell or a trojan or a malware. 

e) At last check your site if ecommerce after 10-15 days later and for a general site 30 days 

once and always keep backup in a secured place. 

How can our readers use this information to protect themselves from similar tactics? 

---- Please tell them follow this specific rules. I can guaranty you a bulletproof security for them. 

---- Please do five similar things and I think they you can secure for 80-85%. Because you know 

hacker just makes their idea new and new. 

a) Use a strong password for your website and other medias and this password must have digit, 

letter and alphanumeric. 

b) Use trusted hosting. 

c) Use trusted developer to develop anything. 

d) Before launch any website check it via security specially or server admin so that there is no 

extra files in there which may be a shell or a trojan or a malware. 

e) At last check your site if ecommerce after 10-15 days later and for a general site 30 days 

once and always keep backup in a secured place. 

For someone that has very little money to spend, is concerned about their privacy, and 
doesn’t know where to start, what advice would you give them? 

--- Similar follow that five rules it’s for all. 

Most importantly, do you have any horror stories about online privacy and security? 

Funny stories? Stories about the ridiculous/dumb/bad things that people do online or in 
terms of privacy and security? 

---- Yeah. 

As Bangladesh- India Cyber war and also China-Thailand Cyber wars.  I am a commander then 

of a cyber army. I always find silly vuls in gov site and most of them I see the WHM weakness 
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and XSS and also feel that they are not well secured against buffer overflow and similiar 

attacks. 

Believe me sometimes I think how fool the people are why they spend huge money but keep 

this silly vuls for being hacked. 

Note: Be aware of porn site and other social media helping site. So that people sometimes use 

the same password as they use for paypal too and keep secure on their computer and I request 

you to all who use mac or windows must use an antivirus. I ratherly like avast. But I know you 

can use others. It helps you to keep your computer more secure. 

Do you know of any scams or tricks hackers are doing? 

Yeah, Currently hackers are using large number of trojans and jombies to steal user information 

such as paypal, credit cards and others. 

So you must make a habit to use of copyrighted softwares. 

Also I tell them to use habit of using antivirus and must update them and also in a 7 days must 

use a malware scanner to scan his computer for this.  

And where there is phone verification I request them to use. So that if hacker gets password 

though they don't do anything because cell is not belong to them. 

Again... A old habit be careful when checking any emails and also using any porn site.  

Now hackers target email scams to hack people. And also they are using popular sharing site 

with free software which contained virus. 
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Security Expert Interview: Ed McCarthy 

What name should we call you? 

Ed McCarthy 	   

 

How did you get into this business?  What is your 

background? 

I have been delivering IT and Security solutions to the Global 500 

for 24 years.  I started out as an IT professional at a Top 3 

Financial institution in the Northeast and eventually moved west 

and worked for some of the largest security solution providers in 

the world.  I have been the CEO of 2 security consulting 

companies; the first was acquired by an industry leading GRC 

(Governance Risk and Compliance) company which was in turn 

acquired by the second largest security company in the world.     

 

Where do you live?  Why did you choose that particular country/region/state? 

Rocky Mountain region.   I chose this location for quality of life, but also due to a less likely 

chance of a natural or man-made disaster.  

 

Did you have a bad experience that led you to live this way?  Tell us about it. 

I witness daily how unsecure Fortune 500 companies actually are today.  If you think your Pii 

(Personal identifiable information) is protected by the organizations that posses it (ie: banks, 

mortgage broker, hospitals, etc) you are very wrong.  If you think the software that you purchase 

from an organization is inherently secure, you are wrong again.   The simple fact is that all 

software development shops globally work on razor-thin margin.  They are paid to deliver code 

that functions in a certain way.   Security is not a consideration with in all development shops 

when they build an application that you as the consumer will eventually use.  This problem 

escalates 10-fold when you introduce the massive proliferation of mobile applications.    

 

What is the state of personal privacy as you see it? 

Personal privacy barely exists in the virtual world we live.    

 

Are things generally getting better or worse when it comes to personal privacy? 



45	  
	  

Much worse.  With the advent of mobile technology and mobile applications, this problem will 

perpetually get even worse.  The more the average person reaps the rewards associated with 

the convenience of mobility, the more vulnerable they become.  

 

Do you feel the authorities are doing enough to protect the privacy of its citizens? 

No. 

 

What would you have them do better? 

No one is responsible for your personal privacy, except you.   The problem is too big to solve at 

a mass scale and the so called “authorities” don’t have the technology, subject-matter expertise, 

bandwidth, funding or motivation to protect you…..you’re on your own!! 

 

Do you generally take the position that people should take control of their own privacy or 

is this something that is out of their hands? 

Yes, taking control yourself is the only option 

 

Compared with other countries, how does the US do on privacy issues and keeping your 

money safe? 

The United States is one of the safest countries to live and do business in.  United States has 

the FDIC that insures your money, which is rare.  However, that does not give you an excuse to 

let your guard down.  There are relentless cyber attacks on the most core United States 

companies and the Federal Government too.  It’s a daily occurrence that a foreign hacker will 

steal confidential data from US centric companies.  This data includes everything your bank, 

healthcare provider and Credit Card Company knows about you.  

 

For someone new to this, what is the one thing you would want them to know about their 

own privacy? 

You currently have no personal privacy and never will until you begin to make significant 

changes in the way you manage your lifestyle.  

 

What is one thing that you recommend that people are continually resistant to actually 

do? 

I recommend that you invest in a service like “LifeLock” or similar to protect yourself from 

someone opening up anything under your name.   If you have children, it is equally important to 
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protect their Social Security numbers.  It’s well documented that children as young as 11 

months have recently had their identities stolen and nobody will know until that kid turns 18 

years old and files for his first car or student loan that his/her credit has already been destroyed.   
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Private Investigator #1 Interview 

Do you give us permission to include this interview in our products? 

Yes.  

Can we use a photograph of you in our materials? (If so, please 
include.) 

No. 

What name should we call you? 

David Johnson. 

What do you do professionally? Do you have any certifications? How did you become an 
ethical hacker/security expert? What is your background? 

I am a licensed Private Investigator in Florida and a former Police Detective from the United 

Kingdom where I worked at Scotland Yard.  

Where do you live? Why did you choose this particular country/region/state? 

Orlando, Florida. I now live here for personal reasons. 

What is the state of personal privacy as you see it? 

Overall much of what is available as public record in the U.S is not available in the U.K. 

(Such as vehicle information, owner of what vehicle, complete vehicle ownership history, and 

criminal convictions.) I, personally, do not object to the current status of access to public records 

here in the U.S. because it is so much help to me in my occupation as a P.I. In the U.K, there is 

not as much information available as in the U.S. because of a law called The Data Protection 

Act (Of 1986, I believe). 

Tell us about some of the tricks you use (or others you know use) to find out confidential 
information. 

I once heard a story of a P.I. accessing a credit report of a subject which was not public record. 

In order to obtain a credit report, the P.I needed the subject’s permission -- and that was not 
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available for obvious reasons. The P.I merely obtained some court records on the subject -- his 

mortgage agreement and his credit card account info from the lawsuit of the credit card 

company suing the subject. The P.I. then pretended to be the subject and asked for “his” credit 

report. When asked for the account number of one of the subject’s credit card and mortgage, he 

had that information available.  

What steps do you take to track people who have gone the extra mile to protect 
themselves? 

You see it as protecting yourself. We as P.I's see it as hiding to avoid financial responsibilities. 

We would not be tracking them otherwise.  

There is always a victim to get these cases started in the first place: 'A dead beat Father.' A 

defendant or Respondent in a criminal or civil case. A cheating spouse. Someone who hasn't 

paid the bills and is being chased for a debt. 

Sometimes, though, we track people for good reasons and by hiding they hurt themselves: a 

missing heir,  there are millions being held by local government and the Federal government 

awaiting people to come forward and claim money they forgot about, insurance claims, deposits 

they put down and never left a forwarding address for the utility company to refund them. A 

relative dies with a life insurance policy and the insurance company cannot find the next of kin, 

the family unaware of the policies existence and the money in many cases over $100,000 sits in 

a government account somewhere waiting for the P.I. to find them. They are being traced all the 

time and there are literally millions of people out there with missing money with P.I's trying to 

find them. 

What are the top two or three questions you get asked about security and privacy, and 
what are your answers? 

I have rarely or ever been asked questions about security or privacy within my current 

occupation (except by you now.) Does this demonstrate how few people see it as an issue? Or 

do they find their answers from other sources (the computer geek at work, the head guy in their 

I.T Dept.)? If I was asked questions I would direct them to an Investigator that specializes in 

Computer forensics. They would be far better than the I.T. guy at work. 

Can you give us two or three simple things that Americans can do today that would 
dramatically increase their personal security and privacy? 



49	  
	  

1. Don't use credit cards (I know that sounds like a  drastic measure) but with so many 

ways for a person to fall foul of hackers, identity thieves, and fraudsters it seems the only 

sure way to prevent your card or card details being stolen. 

 

Scam example: People are gullible (would there be this many fraudsters online from 

places like Nigeria and the rest of West Africa, China and the rest of Asia telling you they 

are going to send you  $6m dollars and more if you pay them $5k dollars to secure safe 

passage of the funds. If people weren't gullible these fraudsters would have disappeared 

years ago.  

 

2. Do not use the last four digits of your social security number as a pass code for your 

credit cards or bank account details. 

 

Next scam: Someone calls you and asks, “Do you want a job?” You say “yes.” They 

“hire” you over the internet by e mail and tell you they live abroad (red flag) and the best 

way to pay you is by automatic transfer of funds to your bank account. All you have to do 

is give over your: Full name, DOB, Address, Social Security number (for back ground 

check purposes of course), and bank account details (in order for the transfer.) Once 

you give them this information, they can take money out of your account. 

 

3. Do not open e mails in your spam folder. 

 

Most of the above type scams come to individuals by e mail which arrive in your spam 

folder don't open them. They sometimes contain harmful viruses to your computer and 

when opened can contain hidden information which allows access to your address book 

and other account info. 

 

For someone new to this, what is the one thing you would want them to know about their 
own privacy? 

All information can be found about you such as your social security number. It just depends on 

how much it will cost to get it. So, do not make it easy by giving out information unnecessarily. If 

an offer sounds too good to be true it probably is, so leave it alone and err on the side of safety. 
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What is the one thing that you recommend that people are continually resistant to 
actually do? 

Use cash instead of credit cards and do not flash your cash. 

For someone that has very little money to spend, is concerned about their privacy, and 
doesn't know where to start, what advice would you give them? 

I would hire a Private Investigator for one hour and that would probably cost $100 (one hour 

would be all that would be needed) for a consultation and advice on personal and business 

privacy and security. This would be valuable to most people because it would be catered to that 

individual’s needs. 

Can you give us three things that people can do to dramatically help protect themselves? 

1. At the ATM put their hand across the number keys when entering their pass code or 

block the view of the next person in line. 

2. Do not tell anyone not even your boyfriend your 4 digit passcode or PIN -- even if you 

love him and you don't keep secrets from one another. 

3. On Facebook:  You don't have 968 true friends. We all in life only have about three real 

friends -- the rest are family and acquaintances. So, stop allowing all of these people into 

your Facebook page where you tell everyone your life history past and present. It can be 

used against you. 

 

Most importantly do you have any horror stories about online privacy and security? 

Funny stories? Stories about the ridiculous/dumb/bad things that people do online or in 
terms of privacy and security? 

A true Facebook page story: 

When things at work were rosy, a nurse in a small department of her company allowed her boss 

to befriend her on Facebook. The boss, unhappy with her Facebook page, started a new 

Facebook page and they were friends on the new page also. Over time, the nurse forgot the old 

Facebook page. 

The situation at work changed and things were not as rosy as they once had been. The nurse 

unfriended her boss on the new Facebook page (and still forgot about the old page). She then 
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proceeded to vent her anger about her boss and the company she worked for. Other nurses 

were still friends of the boss and he ‘caught wind’ of the nurse’s feelings. The boss did 

remember the old Facebook page and went in and looked at the nurse’s comments. The H.R. 

Dept was not amused. You know what happened next. There is a position for a Nurse at..... 

Another Facebook page story: 

A guy was on his Facebook page when he received a friend request from an attractive girl about 

his age who, surprisingly, had a lot of the same interests as him.  

Although he's in currently in a relationship, he accepted the “friend’s” request. After two weeks 

of chatting on Facebook, the pretty 20-something girl (who was actually a 52-year old 

overweight male P.I.) had all the information he needed on the case and dumped the guy 

saying, “I cannot be your bff any longer, it's complicated.” It certainly was! 
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Private Investigator #2 Interview 

Do you give us permission to include this interview in our products? 

Yes. 

 

Can we use a photo of you in our materials? (If so, please include.) 

Yes. 

 

What name should we call you?  

BruceTheMoose 

 

What do you do, professionally? Do you have any certifications? How did you become an 

ethical hacker/security expert? What is your background? 

Private investigator. B.S. Degree from Indiana University in Criminal Justice/ Forensic Studies. I 

was in the Air Force ROTC program; I was in the Marines and the U.S. Army. 

 

Where do you live? Why did you choose that particular country/region/state? 

Indiana. Farming people 

 

What is the state of personal privacy as you see it? 

Personal privacy is going to be the main issue over the next few years with personal information 

on the internet. Who owns what and what is allowed to be transmitted and used by others. 

 

Tell us about some of the tricks you use (or others you know use) to find out confidential 

information.  

Ancestry.com and background check websites are inexpensive and efficient. Simply type in the 

person’s social security # and their name and birthdate, and you can get work history, past 

addresses, criminal convictions and credit reports. 

 

What steps do you take to track people who have really gone the extra mile to protect 

themselves? 

Unless they use a lot of aliases and more than one social security number, it is easy to track 

anyone in the United States. 
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What do you do to protect yourself from others, hackers, etc? 

Never give out bank information or your social security number. 

 

What are the top 2 or 3 questions you get asked about security and privacy, and what are 

your answers? 

1) How do scam artists get money out of old people ?  

2) How do con-artists get money out of young people ?  

Same answer: trust must be earned – most people do not deserve your trust. Do not give out 

your bank information or your credit card numbers or your social security number to anyone. 

 

What are the top 2 or 3 questions you SHOULD get asked, and what are your answers? 

Security and privacy is simple – protect your assets. Do not leave your key in your car 

unattended. Do not leave your house unlocked whether you are home or not. Get a security 

system for your business and for your house and for your office. We have them in all of our 

buildings, and we paid for the electronic units with battery back-ups for about $1,000.00 each 

and that way there is no monthly monitoring fee like ADT Security. Carry debit cards instead of 

cash. Simple common sense items but mental awareness on a daily-basis is “key”. 

	  

Can you give us three simple things that people can do to dramatically help protect 

themselves. 
1) Get a gun and carry it  

2) Do not give out personal information  

3) Get an electronic alarm-system for your houses and for your office and for your store and for 

your cars and lock everything up ! 

 

Most importantly, do you have any horror stories about online privacy and security? 

Funny stories? Stories about the ridiculous/dumb/bad things that people do online or in 

terms of privacy and security? 

A business man asked me to help him get $3000.00 back from a female-employee that 

borrowed the money for a car to get to and from work. She was supposed to let him hold the 

title until the money was paid back. Instead she quit work, never gave him the title, and alleged 
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that there was sexual-harassment. She won the unemployment case against him, never gave 

him the title to hold and never returned the money. My free advice to him was simple: live and 

learn – 1) get a gun and carry it 2) do not give out personal information on the internet or over 

the phone (and do not give out cash ) and 3 ) get an alarm system.  

 	  


